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Abstr act

The standardi zati on of network configuration interfaces for use with
the Network Configuration Protocol (NETCONF) or the RESTCONF protoco
requires a structured and secure operating environment that pronotes
human usability and nulti-vendor interoperability. There is a need
for standard nmechanisns to restrict NETCONF or RESTCONF protoco
access for particular users to a preconfigured subset of all
avai | abl e NETCONF or RESTCONF protocol operations and content. This
docunent defines such an access control nodel

Thi s docunent obsol etes RFC 6536.

Status of This Menp
This is an Internet Standards Track docunent.
This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.
I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
https://ww. rfc-editor.org/info/rfc8341
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I ntroduction
The Networ k Configuration Protocol (NETCONF) and the RESTCONF
protocol do not provide any standard nmechanisns to restrict the

prot ocol operations and content that each user is authorized to
access.

There is a need for interoperable nmanagenment of the controlled access
to admi ni strator-sel ected portions of the avail able NETCONF or
RESTCONF content within a particul ar server.

Thi s docunent addresses access control nechanisns for the Operations
and Content |ayers of NETCONF, as defined in [ RFC6241]; and RESTCONF,
as defined in [RFC8040]. It contains three main sections:

1. Access Control Design Objectives

2. NETCONF Access Control Mbdel (NACM

3.  YANG Data Mdel (ietf-netconf-acm yang)

YANG version 1.1 [ RFC7950] adds two new constructs that need specia
access control handling. The "action" statement is sinmlar to the
"rpc" statenment, except that it is located within a data node. The
"notification" statement can al so be |located within a data node.
1. Terminol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

The following terns are defined in [ RFC8342] and are not redefined
her e:

o datastore

o configuration datastore

o conventional configuration datastore
o0 candidate configuration datastore

0 running configuration datastore

0 startup configuration datastore
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0 operational state datastore
o client
o server

The following terns are defined in [ RFC6241] and are not redefined
her e:

0 protocol operation
0 session
0 user

The following ternms are defined in [ RFC7950] and are not redefined
here:

0 action
0 data node
o data definition statenent

The following terns are defined in [ RFC8040] and are not redefined
her e:

0 data resource

0o datastore resource

O operation resource

0 target resource

The following termis defined in [RFC7230] and is not redefined here:

0 request URI

The following ternms are used throughout this docunent:

access control: A security feature provided by the server that
allows an administrator to restrict access to a subset of all
protocol operations and data, based on various criteria.

access control nmodel (ACM: A conceptual nodel used to configure and

nmoni tor the access control procedures desired by the adm nistrator
to enforce a particular access control policy.
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access control rule: The criterion used to deternine if a particular
access operation will be pernitted or denied.

access operation: How a request attenpts to access a conceptua
object. One of "none", "read", "create", "delete", "update", or
"execute".

data node hierarchy: The hierarchy of data nodes that identifies the
specific "action" or "notification" node in the datastore.

recovery session: A special adnministrative session that is given
unlimted NETCONF access and is exenpt fromall access contro
enforcenent. The nechani sm or mechani sns used by a server to
control and identify whether or not a session is a recovery
session are inplenentation specific and are outside the scope of
this docunent.

write access: A shorthand for the "create", "delete", and "update"
access operations.

1.2. Changes since RFC 6536

The NACM procedures and data nodel have been updated to support new
data nodeling capabilities in version 1.1 of the YANG data nodeling
| anguage. The "action" and "notification" statenents can be used
wi thin data nodes to define data-nodel -specific operations and
notifications.

An inmportant use case for these new YANG statenments is the increased
access control granularity that can be achi eved over top-level "rpc"
and "notification" statements. The new "action" and "notification"
statenments are used within data nodes, and access to the action or
notification can be restricted to specific instances of these data
nodes.

Support for the RESTCONF protocol has been added. The RESTCONF
operations are sinilar to the NETCONF operations, so a sinple mapping
to the existing NACM procedures and data nodel is possible.

The data node access behavior for path matches has been clarified to
al so i nclude mat chi ng descendant nodes of the specified path.

The <edit-config> operation access rights behavior has been clarified
to indicate that wite access is not required for data nodes that are
inmplicitly nodified through side effects (such as the eval uation of
YANG when-stnts, or data nodes inplicitly deleted when creating a
dat a node under a different branch under a YANG choice-stnt).
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The Security Considerations section has been updated to conply with
the "YANG nodul e security guidelines" [ YANG SEC]. Note that the YANG
nodul e in this docunent does not define any RPC operations.

2. Access Control Design bjectives

This section docunments the design objectives for the NETCONF access
control nodel presented in Section 3.

2.1. Access Control Points

NETCONF al | ows server inplenenters to add new custom protoco
operations, and the YANG data nodeling | anguage supports this
feature. These operations can be defined in standard or proprietary
YANG nodul es.

It is not possible to design an ACM for NETCONF that only focuses on
a static set of standard protocol operations defined by NETCONF
itself, like sone other protocols. Since few assunptions can be nade
about an arbitrary protocol operation, the NETCONF architectura
server conponents need to be protected at three conceptual contro
poi nt s.

These access control points, described in Figure 1, are as follows:

protocol operation: Pernission to invoke specific protoco
operati ons.

datastore: Perm ssion to read and/or alter specific data nodes
wi thin any datastore.

notification: Pernission to receive specific notification event

types.

B S + B S +
client | protocol | | data node
request --> | operation | ------------- > | access

| allowed? | datastore | allowed?

S + or state S +

data access

o e e +

| notification
event --> | allowed? |

e +

Figure 1
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2.2. Sinplicity

There is concern that a conplicated ACMw || not be w dely depl oyed
because it is too hard to use. Configuration of the access contro
system needs to be as sinple as possible. Sinple and conmon tasks
need to be easy to configure and require little expertise or

domai n-speci fi ¢ know edge. Conpl ex tasks are possi bl e using
addi ti onal nmechanisns that may require additional expertise

A single set of access control rules ought to be able to control al
types of NETCONF protocol operation invocation, all datastore access,
and all notification events.

Access control ought to be defined with a snall and familiar set of
perm ssions, while still allowing full control of datastore access.

2. 3. Procedural Interface

NETCONF uses a Renote Procedure Call (RPC) nodel and an extensible
set of protocol operations. Access control for any possible protoco
operation is necessary.

2. 4. Dat ast ore Access

It is necessary to control access to specific nodes and subtrees
within the datastore, regardl ess of which protocol operation --
standard or proprietary -- was used to access the datastore.

2.5. Users and G oups

It is necessary that access control rules for a single user or a
configurabl e group of users can be confi gured.

The ACM needs to support the concept of adm nistrative groups, to
support the well-established distinction between a root account and
other types of |less-privileged conceptual user accounts. These
groups need to be configurable by the adm nistrator

It is necessary that the user-to-group mappi ng can be del egated to a
central server, such as a RADI US server [RFC2865] [RFC5607]. Since
aut hentication is performed by the transport |ayer and RADI US
perforns authentication and service authorization at the sane tine,
the underlying transport protocol needs to be able to report a set of
group nanes associated with the user to the server. It is necessary
that the adm nistrator can disable the usage of these group nanes
within the ACM
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2.6. Mintenance

It ought to be possible to disable part or all of the access contro
nodel enforcenment procedures w thout deleting any access contro
rul es.

2.7. Configuration Capabilities

Sui tabl e configuration and nonitoring nechani sns are needed to all ow
an adm nistrator to easily nmanage all aspects of the ACM s behavior.
A standard data nodel, suitable for use with the <edit-config>
protocol operation, needs to be available for this purpose.

Access control rules to restrict access operations on specific
subtrees within the configuration datastore need to be supported.

2.8. ldentifying Security-Sensitive Content

One of the nost inportant aspects of the data nobdel docunentation,
and one of the biggest concerns during deploynent, is the
identification of security-sensitive content. This applies to
protocol operations in NETCONF, not just data and notifications.

It is mandatory for security-sensitive objects to be docunented in
the Security Considerations section of an RFC. This is nice, but it
i s not good enough, for the follow ng reasons:

o This docunentation-only approach forces adm nistrators to study
the RFC and determine if there are any potential security risks
i ntroduced by a new data nodel

o |If any security risks are identified, then the adninistrator nust
study some nore RFC text and deternmine howto nitigate the
security risk(s).

o0 The ACM on each server nust be configured to mtigate the security
risks, e.g., require privileged access to read or wite the
specific data identified in the Security Considerations section

o If the ACMis not preconfigured, then there will be a tine w ndow
of vulnerability after the new data nodel is |oaded and before the
new access control rules for that data nodel are configured,
enabl ed, and debugged.

Oten, the adnministrator just wants to di sable default access to the
secure content so that no inadvertent or malicious changes can be
made to the server. This allows the default rules to be nore

I enient, without significantly increasing the security risk

Bi erman & Bj or kl und St andards Track [ Page 9]



RFC 8341 NACM March 2018

3.

3.

3.

A data nodel designer needs to be able to use machi ne-readabl e
statenments to identify content that needs to be protected by default.
This will allow client and server tools to automatically identify

dat a- nodel - specific security risks, by denying access to sensitive
data unless the user is explicitly authorized to performthe
requested access operation

NETCONF Access Control Mbdel (NACM
1. Overview

This section provides a high-level overview of the access contro
nodel structure. 1t describes the NETCONF protocol nessage
processi ng nodel and the conceptual access control requirenments
wi thin that nodel.

1.1. Features
The NACM data nodel provides the follow ng features:

0o Independent control of RPC, action, data, and notification access
i s provided.

0 The concept of an energency recovery session is supported, but
configuration of the server for this purpose is beyond the scope
of this docunent. An enmergency recovery session will bypass al
access control enforcenent, in order to allowit to initialize or
repair the NACM configuration

o0 Asinple and fanmiliar set of datastore permi ssions is used.
0 Support for YANG security tagging (e.g., a
"nacm defaul t-deny-wite" statement) allows default security npdes

to automatically exclude sensitive data.

0 Separate default access nodes for read, wite, and execute
perni ssions are provided.

0 Access control rules are applied to configurable groups of users.
o The access control enforcenment procedures can be disabled during

operation, without deleting any access control rules, in order to
debug operational problens.
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3.

3.

o The nunber of denied protocol operation requests and denied
datastore wite requests can be nonitored by the client.

o Sinple unconstrai ned YANG i nstance-identifiers are used to
configure access control rules for specific data nodes.

1.2. External Dependencies

NETCONF [ RFC6241] and RESTCONF [ RFC8040] are used for network
managenent purposes within this docunent.

The YANG data nodeling | anguage [ RFC7950] is used to define the data
nodel s for use with NETCONF or RESTCONF. YANG is also used to define
the data nodel in this docunent.

1.3. Message Processi ng Mdel

The foll owi ng di agram shows the conceptual nessage fl ow nodel
i ncluding the points at which access control is applied during
NETCONF nessage processing.

RESTCONF operations are mapped to the access control nodel based on
the HTTP nethod and resource class used in the operation. For
exanpl e, a POST nethod on a data resource is considered "wite data
node" access, but a POST nethod on an operation resource is

consi dered "operation" access.

The new "pre-read data node acc. ctl" boxes in the di agram bel ow
refer to group read access as it relates to data node ancestors of an
action or notification. As an exanple, if an action is defined as
/interfaces/interface/reset-interface, the group nust be authorized
to (1) read /interfaces and /interfaces/interface and (2) execute on
linterfaces/interface/reset-interface.
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o e +
| sessi on |
| (user nane) |
Fom e e e e e e e e e mea oo +
| N
v |
oo + oo +
| nmessage | | nmessage |
| dispatcher | | gener at or
S + Fom e e e e e oo oo +
| | N N
| v | |
|+ + | |
| | pre-read | | |
| | data node | | |
| | acc. ctl | |
|+ + | |
| | | |
Y Y | |
[ ety B T T T + [ TR +
| operation [---> | reply | | <notification>
| acc. ctl | | generator | | generator
[ ettty [ S + O +
| N N N
v SREEES | |
R + | + + + +
| operation | | | read | | <notification>
| processor |-+ | data node | | access ctl |
| | acc. ctl | |
Fo-me-e- - + + + + +
| | N N N
N A R L + | | |
+====—=—=—==—4 | | | t======—======—+4
| wite | | | | | pre-read
| data node | | | | | data node
| acc. ctl | ----------- + 1 | | | acc. ctl |
+=—==—=—=—=—=—=—=—=—+ | | | | +=——=—=—=—=—=—=—=—=—=—+
| | |1 |~
Y V V| | |
Fom e e e e e oo oo + o m e e e e e e me o oo +
| configuration | ---> | server
| dat astore | | instrumentation
| | <--- |
oo + e +
Figure 2
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The follow ng high-level sequence of conceptual processing steps is
executed for each received <rpc> nessage, if access contro
enforcenent is enabl ed:

o For each active session, access control is applied individually to
all <rpc> nessages (except <cl ose-session>) received by the
server, unless the session is identified as a recovery session

o |If the <action> operation defined in [RFC7950] is invoked, then

read access is required for all instances in the hierarchy of data
nodes that identifies the specific action in the datastore, and
execute access is required for the action node. |If the user is

not authorized to read all the specified data nodes and execute
the action, then the request is rejected with an "access-deni ed"
error.

o0 Oherwise, if the user is not authorized to execute the specified
protocol operation, then the request is rejected with an
"access-deni ed" error.

o |If a datastore is accessed by the protocol operation, then the
server checks to see if the client is authorized to access the
nodes in the datastore. |If the user is not authorized to perform
the requested access operation on the requested data, then the
request is rejected with an "access-deni ed" error

The followi ng sequence of conceptual processing steps is executed for
each generated notification event, if access control enforcenent is
enabl ed:

0 Server instrumentation generates a notification for a particular
subscri pti on.

o If the "notification" statenent is specified within a data
subtree, as specified in [RFC7950], then read access is required

for all instances in the hierarchy of data nodes that identifies
the specific notification in the datastore, and read access is
required for the notification node. |f the user is not authorized

to read all the specified data nodes and the notification node,
then the notification is dropped for that subscription

o If the "notification" statenent is a top-level statenent, the
notification access control enforcer checks the notification event
type, and if it is one that the user is not authorized to read,
then the notification is dropped for that subscription
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3. 2. Dat ast ore Access

The sane access control rules apply to all datastores that support
the NACM -- for exanple, the candi date configuration datastore or the
runni ng configuration datastore.

Al'l conventional configuration datastores and the operational state
datastore are controlled by the NACM Local files, renote files, or
dat astores accessed via the <url> paraneter are not controlled by

t he NACM

3.2.1. Mapping New Datastores to NACM

It is possible that new datastores will be defined over tinme for use
with NETCONF. The NACM MAY be applied to other datastores that have
simlar access rights as defined in the NACM To apply the NACMto a
new dat astore, the new datastore specification needs to define how it
maps to the NACM CRUDX (Create, Read, Update, Delete, eXec) access
rights. It is possible that only a subset of the NACM access rights
woul d be applicable. For exanple, only retrieval access contro

woul d be needed for a read-only datastore. Operations and access
rights not supported by the NACM CRUDX nodel are outside the scope of
this docunent. A datastore does not need to use the NACM e.g., the
dat astore specification defines sonething el se or does not use access
control

3.2.2. Access Rights
A small set of hard-wired datastore access rights is needed to
control access to all possible protocol operations, including vendor
extensions to the standard protocol operation set.

The CRUDX nodel can support all protocol operations:

0 Create: allows the client to add a new data node instance to a
dat ast or e.

0o Read: allows the client to read a data node instance froma
datastore or receive the notification event type.

o Update: allows the client to update an existing data node instance
in a datastore.

o Delete: allows the client to delete a data node instance froma
dat ast or e.

0 eXec: allows the client to execute the operation
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3.2.3. RESTCONF Met hods

The RESTCONF protocol utilizes HTTP methods to perform datastore
operations, simlar to NETCONF. The NACM procedures were originally
written for NETCONF protocol operations, so the RESTCONF net hods are
mapped to NETCONF operations for the purpose of access contro
processing. The enforcenent procedures described within this
docunent apply to both protocols unless explicitly stated ot herwi se.

The request URI needs to be considered when processi ng RESTCONF
requests on data resources:

o For HEAD and CET requests, any data nodes that are ancestor nodes
of the target resource are considered to be part of the retrieva
request for access control purposes.

o For PUT, PATCH, and DELETE requests, any data nodes that are
ancestor nodes of the target resource are not considered to be
part of the edit request for access control purposes. The access
operation for these nodes is considered to be "none". The edit
begins at the target resource.

o For POST requests on data resources, any data nodes that are
specified in the request URI, including the target resource, are
not considered to be part of the edit request for access contro
purposes. The access operation for these nodes is considered to
be "none". The edit begins at a child node of the target
resource, specified in the message body.

Bi erman & Bj or kl und St andards Track [ Page 15]



RFC 8341 NACM March 2018

Not all RESTCONF net hods are subject to access control. The
followi ng table specifies how each nmethod is mapped to NETCONF
protocol operations. The value "none" indicates that the NACMis not
applied at all to the specific RESTCONF net hod.

Fomm e e o S i S +
| Method | Resource class | NETCONF operation | Access |
| | | | operation |
[ TS o e e oo Fmm e e e e o e e oo +
| OPTIONS | all | none | none |
| HEAD | all | <get>, <get-config> | read |
| GET | all | <get>, <get-config>| read

| POST | datastore, data | <edit-config> | create |
| POST | operation | specified operation | execute |
| PUT | data | <edit-config> | create, update

| PUT | datastore | <copy-config> | update |
| PATCH | data, datastore | <edit-config> | update |
| DELETE | data | <edit-config> | delete

[ TS oo T oo +

Tabl e 1: Mappi ng RESTCONF Met hods to NETCONF
3.2.4. <get> and <get-config> Operations

The NACM access rights are not directly coupled to the <get> and
<get-config> protocol operations but apply to all <rpc> operations
that would result in a "read" access operation to the target
datastore. This section describes how these access rights apply to
the specific access operations supported by the <get> and
<get-confi g> protocol operations.

Data nodes to which the client does not have read access are silently
omitted, along with any descendants, fromthe <rpc-reply> nessage
This is done to allow NETCONF filters for <get> and <get-config> to
function properly, instead of causing an "access-deni ed" error
because the filter criteria would otherw se include unauthorized read
access to sone data nodes. For NETCONF filtering purposes, the
selection criteria are applied to the subset of nodes that the user
is authorized to read, not the entire datastore.

3.2.5. <edit-config> Operation

The NACM access rights are not directly coupled to the <edit-config>
"operation" attribute, although they are sinmilar. Instead, a NACM
access right applies to all protocol operations that would result in
a particular access operation to the target datastore. This section
descri bes how these access rights apply to the specific access
operations supported by the <edit-config> protocol operation
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If the effective access operation is "none" (i.e.

defaul t-operati on="none") for a particular data node, then no access
control is applied to that data node. This is required to allow
access to a subtree within a larger data structure. For exanple, a

user may be authorized to create a new "/interfaces/interface" |ist
entry but not be authorized to create or delete its parent container
("/interfaces"). |If the "/interfaces" container already exists in
the target datastore, then the effective operation will be "none" for
the "/interfaces" node if an "/interfaces/interface" list entry is
edi t ed.

If the protocol operation would result in the creation of a datastore
node and the user does not have "create" access permission for that
node, the protocol operation is rejected with an "access-deni ed"
error.

If the protocol operation would result in the deletion of a datastore
node and the user does not have "del ete" access permission for that
node, the protocol operation is rejected with an "access-denied"
error.

If the protocol operation would result in the nodification of a

dat ast ore node and the user does not have "update" access perm ssion
for that node, the protocol operation is rejected with an
"access-deni ed" error.

A "nerge" or "replace" <edit-config> operation may include data nodes
that do not alter portions of the existing datastore. For exanple, a
contai ner or |list node may be present for nam ng purposes but does
not actually alter the correspondi ng datastore node. These unaltered
data nodes are ignored by the server and do not require any access
rights by the client.

A "nerge" <edit-config> operation may include data nodes but not

i nclude particular child data nodes that are present in the
datastore. These nissing data nodes within the scope of a "nerge"
<edit-config> operation are ignored by the server and do not require
any access rights by the client.

The contents of specific restricted datastore nodes MJST NOT be
exposed in any <rpc-error> elenents within the reply.

An <edit-config> operation nay cause data nodes to be inplicitly
created or deleted as an inplicit side effect of a requested
operation. For exanple, a YANG when-stnt expression may evaluate to
a different result, causing data nodes to be deleted, or created with
default values; or if a data node is created under one branch of a
YANG choi ce-stnt, then all data nodes under the other branches are
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implicitly renoved. No NACM access rights are required on any data
nodes that are inplicitly changed as a side effect of another allowed
operation.

3.2.6. <copy-config> Operation

Access control for the <copy-config> protocol operation requires
speci al consideration because the adm nistrator may be replacing the
entire target datastore.

If the source of the <copy-config> protocol operation is the running
configuration datastore and the target is the startup configuration

datastore, the client is only required to have permnission to execute
t he <copy-config> protocol operation

O herw se:

o |If the source of the <copy-config> operation is a datastore, then
data nodes to which the client does not have read access are
silently omtted.

o If the target of the <copy-config> operation is a datastore, the
client needs access to the nodified nodes. Specifically:

* |f the protocol operation would result in the creation of a
dat astore node and the user does not have "create" access
permi ssion for that node, the protocol operation is rejected
with an "access-deni ed" error.

* |f the protocol operation would result in the deletion of a
dat astore node and the user does not have "del ete" access
permi ssion for that node, the protocol operation is rejected
with an "access-deni ed" error.

* |f the protocol operation would result in the nodification of a
dat astore node and the user does not have "update" access
perni ssion for that node, the protocol operation is rejected
with an "access-deni ed" error.

3.2.7. <delete-config> COperation
Access to the <del ete-config> protocol operation is denied by
default. The "exec-default" |eaf does not apply to this protoco

operation. Access control rules nust be explicitly configured to
al l ow i nvocati on by a non-recovery session
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3.2.8. <comit> QOperation

The server MJST deternmine the exact nodes in the running
configuration datastore that are actually different and only check
"create", "update", and "del ete" access pernissions for this set of
nodes, which could be enpty.

For exanple, if a session can read the entire datastore but only
change one | eaf, that session needs to be able to edit and commit
that one | eaf.

3.2.9. <discard-changes> Qperation

The client is only required to have pernission to execute the
<di scard- changes> protocol operation. No datastore pernissions are

needed.
3.2.10. <kill-session> Qperation
The <Kill-session> operation does not directly alter a datastore.

However, it all ows one session to disrupt another session that is
editing a datastore.

Access to the <kill-session> protocol operation is denied by default.
The "exec-default" |eaf does not apply to this protocol operation
Access control rules nust be explicitly configured to all ow

i nvocation by a non-recovery session

3.3. Mbdel Conponents

This section defines the conceptual conponents related to the access
control nodel

3.3.1. Users
A "user" is the conceptual entity that is associated with the access
permi ssions granted to a particular session. A user is identified by
a string that is unique within the server.
As described in [ RFC6241], the usernane string is derived fromthe

transport layer during session establishnent. |If the transport |ayer
cannot authenticate the user, the session is terninated.
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3.3.2. G oups

Access to a specific NETCONF protocol operation is granted to a
session. The session is associated with a group (i.e., not with
a user).

A group is identified by its name. Al group nanmes are unique within
t he server.

Access control is applied at the level of groups. A group contains
zero or nore group menbers

A group nenber is identified by a usernane string.
The sanme user can be a menber of nultiple groups.
3.3.3. Energency Recovery Session

The server MAY support a recovery session nechanism which wll
bypass all access control enforcenent. This is useful for
restricting initial access and repairing a broken access contro
configuration.

3.3.4. dobal Enforcenent Controls

There are five global controls that are used to help control how
access control is enforced.

3.3.4.1. enable-nacm Swi tch

A gl obal "enabl e-nacnt on/off switch is provided to enable or disable
all access control enforcenment. Wen this global switch is set to
"true", all requests are checked agai nst the access control rules and
only permitted if configured to allow the specific access request.
When this global switch is set to "false", all access requests are
permtted.

3.3.4.2. read-default Switch

An on/off "read-default" switch is provided to enable or disable
default access to receive data in replies and notifications. Wen
the "enabl e-nacnt' global switch is set to "true", this global switch
is relevant if no matching access control rule is found to explicitly
permit or deny read access to the requested datastore data or
notification event type.
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When this global switch is set to "permt" and no matchi ng access
control rule is found for the datastore read or notification event
requested, access is pernitted.

When this global switch is set to "deny" and no matchi ng access
control rule is found for the datastore read or notification event
requested, access is denied. This nmeans that the requested data is
not sent to the client. See step 11 in Section 3.4.5 for details.

3.3.4.3. wite-default Switch

An on/off "write-default" switch is provided to enable or disable
default access to alter configuration data. Wen the "enabl e- nacnt
global switch is set to "true", this global switch is relevant if no
mat chi ng access control rule is found to explicitly pernmt or deny
write access to the requested datastore data.

When this global switch is set to "permt" and no matchi ng access
control rule is found for the datastore wite requested, access is
permitted.

When this global switch is set to "deny" and no matchi ng access
control rule is found for the datastore wite requested, access is
denied. See step 12 in Section 3.4.5 for details.

3.3.4.4. exec-default Switch

An on/off "exec-default" switch is provided to enable or disable
default access to execute protocol operations. Wen the

"enabl e-nacm' gl obal switch is set to "true", this global switch is
relevant if no nmatching access control rule is found to explicitly
pernmit or deny access to the requested NETCONF protocol operation

When this global switch is set to "permt" and no matchi ng access
control rule is found for the NETCONF protocol operation requested,
access is permtted.

When this global switch is set to "deny" and no natching access
control rule is found for the NETCONF protocol operation requested,
access is denied. See step 12 in Section 3.4.4 and step 13 in
Section 3.4.5 for details.
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3.3.4.5. enabl e-external -groups Switch
When this global switch is set to "true", the group nanes reported by
the transport layer for a session are used together with the locally
configured group nanmes to determ ne the access control rules for the
sessi on.

Wien this switch is set to "false", the group names reported by the
transport layer are ignored by the NACM

3.3.5. Access Control Rules
There are four types of rules available in the NACM

nodul e rule: controls access for definitions in a specific YANG
modul e, identified by its nane.

protocol operation rule: controls access for a specific protoco
operation, identified by its YANG nodul e and nane.

data node rule: controls access for a specific data node and its
descendants, identified by its path |location within the conceptua
XML docunent for the data node

notification rule: <controls access for a specific notification event
type, identified by its YANG nodul e and nane.

3.4. Access Control Enforcenment Procedures
There are six separate phases that need to be addressed, four of
which are related to the NETCONF nessage processing node
(Section 3.1.3):
1. Initial operation
2. Session establishnent
3. "access-deni ed" error handling
4. Incom ng RPC nmessage validation
5. Data node access validation
6. Qutgoing <notification> authorization
In addition, the initial startup node for a NETCONF server, session

est abl i shnent, and "access-deni ed" error-handling procedures also
need to be consi dered.
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The server MJST use the access control rules in effect at the tinme it
starts processing the nessage. The sane access control rules MJST
stay in effect for the processing of the entire nessage.

3.4.1. Initial COperation

Upon the very first startup of the NETCONF server, the access contro

configuration will probably not be present. |[If it isn't, a server
MUST NOT allow any wite access to any session role except a recovery
sessi on.

Access rules are enforced any tine a request is initiated froma user
session. Access control is not enforced for server-initiated access
requests, such as the initial |load of the running configuration

dat astore, during bootup

3.4.2. Session Establishnent

The access control nodel applies specifically to the well-forned XM
content transferred between a client and a server after session
establ i shment has been conpleted and after the <hell o> exchange has
been successfully conpl et ed.

Once session establishnent is conpleted and a user has been

aut henticated, the transport |layer reports the usernane and a
possi bly enpty set of group names associated with the user to the
NETCONF server. The NETCONF server will enforce the access contro
rul es, based on the supplied usernane, group nanes, and the
configuration data stored on the server

3.4.3. "access-deni ed" Error Handling
The "access-denied" error-tag i s generated when the access contro
system deni es access to either a request to invoke a protoco
operation or a request to performa particul ar access operation on
the configuration datastore.

A server MJST NOT include any information the client is not all owed
to read in any <error-info> elenments within the <rpc-error> response.
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3.4.4. Inconing RPC Message Validation

The di agram bel ow shows the basic conceptual structure of the access
control processing nodel for incom ng NETCONF <rpc> nessages within a

server.
NETCONF server
R +
| XM |
| nmessage
| dispatcher
o m e oo oo - +
|
|
Y
T +
| <rpc> nessage
S +
| | |
| | Y +
| - + |
Y Y Y
S S S S S +
| vendor operation | | standard operation | | standard operation
| <ny-edit> | | <edit-config> | | <unl ock>
o e a oo T T +
| |
| |
Y Y
o e e e oo oo o - +
| configuration |
| datastore |
Fmm e e e a oo +

Figure 3
Access control begins with the nessage dispatcher
After the server validates the <rpc> el enent and determ nes the
nanespace URI and the el enent nane of the protocol operation being

requested, the server verifies that the user is authorized to invoke
t he protocol operation
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The server MJST separately authorize every protocol operation by
foll owi ng these steps:

1. If the "enabl e-nacnt leaf is set to "false", then the protoco
operation is permtted.

2. If the requesting session is identified as a recovery session
then the protocol operation is permtted.

3. If the requested operation is the NETCONF <cl ose- sessi on>
prot ocol operation, then the protocol operation is permtted.

4, Check all the "group" entries to see if any of themcontain a
"user-nane" entry that equals the usernane for the session
maki ng the request. |f the "enabl e-external -groups"” leaf is

"true", add to these groups the set of groups provided by the
transport |ayer.

5. If no groups are found, continue with step 10.

6. Process all rule-list entries, in the order they appear in the
configuration. |If a rule-list’s "group" leaf-list does not
mat ch any of the user’s groups, proceed to the next rule-Ilist
entry.

7. For each rule-list entry found, process all rules, in order

until a rule that matches the requested access operation is
found. A rule matches if all of the following criteria are net:

*  The rule’s "nodul e-nane" leaf is "*" or equals the nane of
t he YANG nodul e where the protocol operation is defined.

* Either (1) the rule does not have a "rule-type" defined or
(2) the "rule-type" is "protocol -operation" and the
"rpc-nanme” is "*" or equals the name of the requested
prot ocol operation.

* The rule’'s "access-operations" |eaf has the "exec" bit set or
has the special value "*".

8. If a mtching rule is found, then the "action" |eaf is checked.
If it is equal to "pernit", then the protocol operation is
pernmtted; otherwise, it is denied.

9. At this point, no matching rule was found in any rule-Ilist
entry.
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10. If the requested protocol operation is defined in a YANG nodul e
advertised in the server capabilities and the "rpc" statenent
contains a "nacm default-deny-all" statenent, then the protoco

operation is denied.

11. If the requested protocol operation is the NETCONF

<ki |l -sessi on> or <del ete-config> then the protocol operation
i s denied.
12. If the "exec-default"” leaf is set to "permit", then pernmit the

prot ocol operation; otherw se, deny the request.

If the user is not authorized to invoke the protocol operation, then
an <rpc-error> is generated with the follow ng i nformati on:

error-tag: access-denied

error-path: ldentifies the requested protocol operation. The
foll owi ng exanpl e represents the <edit-config> protocol operation
in the NETCONF base nanespace:

<error-path
xm ns: nc="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
Inc:rpc/nc:edit-config
</ error-path>

If a datastore is accessed, either directly or as a side effect of
the protocol operation, then the server MIST intercept the access
operation and nmake sure that the user is authorized to performthe
requested access operation on the specified data, as defined in
Section 3.4.5.

3.4.5. Data Node Access Validation

If (1) a data node within a datastore is accessed or (2) an action or
notification is tied to a data node, then the server MJST ensure that

the user is authorized to performthe requested "read", "create"
"update", "delete", or "execute" access operation on the specified
data node

If an action is requested to be executed, the server MJIST ensure that
the user is authorized to performthe "execute" access operation on
the requested action

If a notification tied to a data node is generated, the server MJST

ensure that the user is authorized to performthe "read" access
operation on the requested notification
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The data node access request is authorized by follow ng these steps:

1. If the "enable-nacnt leaf is set to "false", then the access
operation is permtted.

2. If the requesting session is identified as a recovery session
then the access operation is permtted.

3. Check all the "group" entries to see if any of themcontain a
"user-nanme" entry that equals the usernane for the session
maki ng the request. |If the "enabl e-external -groups” leaf is

"true", add to these groups the set of groups provided by the
transport |ayer.

4. If no groups are found, continue with step 9.

5. Process all rule-list entries, in the order they appear in the
configuration. |If a rule-list’'s "group"” leaf-list does not
mat ch any of the user’s groups, proceed to the next rule-Ilist
entry.

6. For each rule-list entry found, process all rules, in order,

until a rule that matches the requested access operation is
found. A rule matches if all of the following criteria are net:

* The rule’ s "nodul e-nanme" leaf is "*" or equals the name of
t he YANG nodul e where the requested data node is defined.

* Either (1) the rule does not have a "rul e-type" defined or
(2) the "rule-type" is "data-node" and the "path" natches the
requested data node, action node, or notification node. A
path is considered to match if the requested node is the node
specified by the path or is a descendant node of the path.

* For a "read" access operation, the rule’ s "access-operations”
| eaf has the "read" bit set or has the special value "*".

* For a "create" access operation, the rule's
"access-operations" leaf has the "create" bit set or has the
special value "*".

* For a "delete" access operation, the rule's

"access-operations" leaf has the "delete" bit set or has the
special value "*".
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*  For an "update" access operation, the rule’'s
"access-operations" |eaf has the "update" bit set or has the
special value "*".

* For an "execute" access operation, the rule's
"access-operations" |eaf has the "exec" bit set or has the
special value "*".

If a matching rule is found, then the "action" |eaf is checked.
If it is equal to "pernmit", then the data node access is
permtted; otherwise, it is denied. For a "read" access
operation, "denied" neans that the requested data is not
returned in the reply.

At this point, no matching rule was found in any rule-Ilist
entry.

For a "read" access operation, if the requested data node is
defined in a YANG nodul e advertised in the server capabilities
and the data definition statement contains a

"nacm defaul t-deny-all" statement, then the requested data node
and all its descendants are not included in the reply.

For a "wite" access operation, if the requested data node is
defined in a YANG nodul e advertised in the server capabilities
and the data definition statement contains a

"nacm defaul t-deny-write" or a "nacmdefault-deny-all"”
statement, then the access request is denied for the data node
and all its descendants.

For a "read" access operation, if the "read-default" leaf is set
to "pernmit", then include the requested data node in the reply;

otherwi se, do not include the requested data node or any of its
descendants in the reply.

For a "wite" access operation, if the "wite-default" leaf is
set to "permit", then pernit the data node access request;
ot herwi se, deny the request.

For an "execute" access operation, if the "exec-default" leaf is

set to "permt", then pernit the request; otherw se, deny the
request.
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3.4.6. Qutgoing <notification> Authorization

Configuration of access control rules specifically for descendant
nodes of the notification event type are outside the scope of this

docunent. |If the user is authorized to receive the notification
event type, then it is also authorized to receive any data it
cont ai ns.

If the notification is specified within a data subtree, as specified
in [RFC7950], then read access to the notification is required.
Processing continues as described in Section 3.4.5.

The following figure shows the conceptual nessage processi ng nodel
for outgoing <notification> nmessages.

NETCONF server

S +
| XM |
| nmessage
| generator
TR +
N
|
S +
| <notification>
| generator |
oo oo +

<notification>
access control
<event Type>

+— " +
+—— +

| configuration |
| datastore |

Figure 4
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The generation of a notification for a specific subscription
[ RFC5277] is authorized by follow ng these steps:

1. If the "enabl e-nacnt leaf is set to "fal se", then the
notification is permtted.

2. If the session is identified as a recovery session, then the
notification is permtted.

3. If the notification is the NETCONF <repl ayConpl ete> or
<noti ficati onConpl et e> event type [RFC5277], then the
notification is permtted.

4. Check all the "group" entries to see if any of themcontain a
"user-nanme" entry that equals the usernane for the session
maki ng the request. |If the "enabl e-external -groups” leaf is

"true", add to these groups the set of groups provided by the
transport |ayer.

5. If no groups are found, continue with step 10.

6. Process all rule-list entries, in the order they appear in the
configuration. |If a rule-list’s "group"” leaf-list does not
mat ch any of the user’s groups, proceed to the next rule-Ilist
entry.

7. For each rule-list entry found, process all rules, in order

until a rule that matches the requested access operation is
found. A rule matches if all of the following criteria are net:

*  The rule’'s "nodul e-nane" leaf is "*" or equals the nane of
t he YANG nodul e where the notification is defined.

* Ether (1) the rule does not have a "rul e-type" defined or
(2) the "rule-type" is "notification" and the
"notification-name" is "*" or equals the nane of the
notification.

* The rule’s "access-operations" |leaf has the "read" bit set or
has the special value "*".

8. If a matching rule is found, then the "action" |eaf is checked.
If it is equal to "pernit", then permt the notification
ot herwi se, drop the notification for the associated
subscri pti on.

9. O herwi se, no matching ru