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Abst ract

Thi s docunent describes a | ow overhead connecti on establishnment
mechani smfor Multipath TCP. |Its goal is to reduce the conputationa
over head of establishing an MPTCP connection and the associ ated TCP
subflows in controlled environnents where security attacks are not a
concern.

Status of this Meno

This Internet-Draft is submtted in full confornance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 18, 2013.
Copyri ght Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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| ntroducti on

Thi s docunent introduces a variant of the MPTCP handshake that is
suitable for an environment where security attacks are not an issue.
The proposed handshake is a | ow overhead, |ow security version of the
MPTCP handshake defined in [I-D.ietf-nptcp-multiaddressed].

Its goal is to provide an MPTCP handshake and aut hentication
mechani sm reduci ng the conputational overhead provided by MPTCP
version 0.

Connection initiation

Mul ti Path TCP uses the MP_CAPABLE option in the handshake for the
initial subflow. This handshake was designed to neet severa

requi renents. \Wen designing anot her variant of the Miultipath TCP
handshake, it is inportant to have these requirenents in mnd. These
requirenents are

1. Detect whether the peer supports MiltiPath TCP

2. Each host generates a | ocally unique token that unambi guously
identifies the Multipath TCP connection

3. Agree on an Initial Data Sequence Nunber to initialize the MPTCP
state on each direction of the Multipath TCP connection

Bef ore di scussing the proposed | ow overhead handshake, it is
important to have in mnd how [I-D.ietf-nptcp-multiaddressed] neets
the three requirenments above.

The first requirenent is sinply net by using a Miultipath TCP specific
option like all TCP extensions.

To neet the second requirenent, a sinple solution would have been to
encode t he token inside the MP_CAPABLE option. However, this would
have increased the size of the MP_CAPABLE option. This would have
limted the possibility of extending Miultipath TCP | ater by adding
new TCP options that require space inside the SYN segments. To

m ni mze the nunber of option bytes consumed in the SYN segnent,
[I-D.ietf-nptcp-multiaddressed] uses a hash function to conpute the
token based on the keys exchanged in clear. However, using hash
functions inplies that inplenentations nmust handl e the possible
col l'i sions which increases the conplexity of the Multipath TCP
handshake.

The third requirenent is nore subtle but is also inmportant to ensure
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the reliability of a Miultipath TCP connection. Let us assune that
Mul tipath TCP hosts do not agree on an Initial Data Sequence Number
Consi der the foll owing scenario. Host A opens the initial TCP
subfl ow of the Multipath TCP connection. Host B opens a second
subflow in this Miltipath TCP connection. Host B sends one byte with
DSN x over the initial subflow, but this data never reaches host A
Host B then sends one byte, starting at DSN x+1 over the second
subflow. |If host A does not know the Initial Data Sequence Number
used by host B, it cannot determ ne whether the byte received over
the second subfl ow can be acknow edged at the DSN | evel or not.
[I-D.ietf-nptcp-multiaddressed] solves this problem by allow ng the
two hosts to derive the Initial Data Sequence Nunber fromthe keys
exchanged in the MP_CAPABLE option. However, this is achieved by
conputing a hash over the exchanged keys, which increases the
conput ati onal overhead of generating/processing the MP_CAPABLE
option.

The figure bel ow provides a sinpler and | ow overhead handshake that
neets the three requirenents identified above.

I

| SYN ACK+MP_CAPABLE( Token- B, Rand- B)
A |
| ACK+MP_CAPABLE( Token- A, Rand- A,

| Token- B, Rand- B)
oo >

Handshake of the initial subflow
Figure 1

MPTCP' s establishment of the initial subflow follows TCP' s regul ar
3-way handshake, but the SYN, SYN ACK and ACK packets contain the
MP_CAPABLE-option. The proposed MP_CAPABLE option contains one 32
bits token and one 32 bits random nunmber in the SYN and SYN ACK
segments. The third ACK includes an MP_CAPABLE option that contains
the two tokens and random nunbers. The tokens are used to explictely
exchange identifier of the Miltipath TCP connection. The random
nunbers, comnbined with the tokens produce the Initial Data Sequence
Nunbers. Echoing all the information back in the third ACK all ows
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statel ess operation of the server.

The format of the proposed MP_CAPABLE option is proposed in the
figures bel ow.

1 2 3
01234567890123456789012345678901
e e oo - oo - e +
| Ki nd | Length | Subt ype| Version| Al B|C|D| E| Ff§ H
Fom e e e e oo - Fom e e e e oo - S S Fom e e e e oo - +
| Sender’ s Token (32 bits)

o m m m e e e o e e e e o e e e e e e e e e e e e e e e e e e e e e e e ao oo +
| Sender’ s Random Nunber (32 bits)
o +

Format of the MP_CAPABLE-option in the SYN and SYN ACK packets

Figure 2

1 2 3
01234567890123456789012345678901
Fom e e e oo - Fom e e e oo - Fomm - Fomm - Fom e e e oo - +
| Ki nd | Lengt h | Subt ype| Version| Al B|C| Dl E]| F| G H
o o Fomm o - Fomm o - o +
| Sender’ s Token (32 bits)
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mee— oo +
| Sender’ s Random Number (32 bits)
o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e em— o +
| Recei ver’'s Token (32 bits)
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emae oo +
| Recei vers’s Random Nunber (32 bits)
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mee— oo +

Format of the MP_CAPABLE-option in the third ACK of the handshake
Figure 3

The format of the MP_CAPABLE option is shown in Figure 2. To
indicate that this MP_CAPABLE contai ns tokens/random nunbers and not
keys (as in [I-D.ietf-nptcp-nultiaddressed], the Version-field is set
to 1. The nessage format of the third ACK's MP_CAPABLE option is
show in Figure 3.

The Initial Data Sequence Number (IDSN) serves to initialize the
MPTCP state on the end-hosts in the same way as TCP' s sequence
nunbers do during the 3-way handshake. There is one IDSN for each
direction of the data-stream The IDSN for the data fromthe client
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to the server is the concatenation of Rand-A and Token-A (Rand- A |
Token-A). Rand-A is thus the high-order 32 bits of the |IDSN, and
Token-A the loworder 32 bits. For the data fromserver to client,
the IDSN i s the concatenati on of Rand-B and Token-B ( Rand- B|
Token-B). Rand-A and Rand-B MJUST be random numbers with sufficient
randommess so that they are hard to guess. Recommendations for
generating random nuners for use in keys are given in [ RFC4086].

The nmeaning of the other fields and behavi or of the end-hosts during
the MP_CAPABLE exchange is the sanme as specified in
[I-D.ietf-nptcp-multiaddressed].

3. Starting a new subfl ow

Once an MPTCP connection has been established and the tokens
exchanged, new subflows can be established. The establishment of the
new subfl ows foll ows the handshake as show in Figure 4.

Handshake for a new subfl ow.
Figure 4

As the | ow overhead version of MPTCP does not try to protect against
hi jacki ng attacks, the only goal of the MP_JO N inside the 3-way
handshake is to identify the MPTCP connection this subflowis
joining. The token inside the MP_JO N of the SYN-segment allows the
server to identify the connection. The SYN ACK al so contains an
MP_JO N option because the server needs to signal to the client that
it indeed received the SYN together with the MP._ JO N and that there
i s no middl ebox that renpves MPTCP options on this path. Finally,
the client replies with the third ack. This third ack contains again
token B. This allows the server to handle MP. JON s in a statel ess
manner, as described below. The third ack is sent in a reliable
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manner as explained in [I-D.ietf-nptcp-nultiaddressed].

1 2 3
01234567890123456789012345678901
Fom e e e oo - Fom e e e oo - Fomm - Fomm - Fom e e e oo - +
| Ki nd | Lengt h | Subt ype| | B Address ID
o o Fomm o - Fomm o - o +

| Recei ver’'s Token (32 bits)
| (if option Length == 8)

Format of the MP_JO N-option
Figure 5

The semantics of the backup-bit "B" and the Address ID are the same
as in [I-D.ietf-nptcp-multiaddressed].

4. QOperation
4.1. Cenerating the token

The token nust only be locally unique. The nethod used to generate
the token is inplenentation specific. One possible way to generate
the token is by applying a bl ock-cipher on a counter together with a
| ocal secret. This approach has the benefit of a higher probability
of uni queness of the token. We will only have a token collision
after the counter has wapped around. This nmeans, that a connection
must have survived 2732 other connections to cause a collision

Thus, a token collisionis less likely to occur than with
[I-D.ietf-nptcp-multiaddressed].

4.2. Statel ess Servers

To all ow statel ess SYN+Join handling, the server has to performthe
foll owi ng upon reception of a SYN

0 Check whether there exists an MPTCP-connection corresponding to
the token inside the MP_JO N option

0 Send a SYNACK as it is done on today's statel ess servers.

When receiving the third ACK (sent reliably as it is done in today’s
MPTCP), the server verifies that indeed it has generated a SYN ACK
(l'i ke regular TCP' s SYN- cooki e nechani snm) and thanks to the token
echoed back in the third ACK, the server can find the MPTCP-session
this subflowis joining.
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Handl i ng the SYN+Join in a statel ess manner allows the server to
protect itself against attackers that are flooding the server with
SYN+Joi n nessages. As the server does not need to create state when
sendi ng the SYN ACK, flooding performed by the attacker will not
prevent real clients from establishing new subfl ows.

5. Security Considerations

The proposed solution renoves the HMAC aut henti cati on mechani sm
described in [I-D.ietf-nmptcp-nultiaddressed]. It is assumed that
end-hosts will only use this | ow overhead version of MPTCP for non-
security critical traffic or in controlled environnents |ike isolated
dat a- cent er s.

Security-critical traffic is nowadays typically sent over SSL/TLS or
simlar secure application |evel protocols. This is done because the
transport protocols like TCP do not provide a sufficient security.

An application using SSL over MPTCP benefits fromthe same security
provided by SSL. There is one downside of using SSL over MPTCP. |If
an attacker nanages to join an existing connection thanks to a JON
exchange, he can inject data into the SSL-session. However, thanks
to the MAC-authentication of the SSL nessages, the end-hosts w |
tear down the SSL session.
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