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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

Thi s docunent specifies ROHC (Robust Header Conpression) profiles
that efficiently conpress RTP/UDP/IP (Real -Tine Transport Protocol
User Datagram Protocol, Internet Protocol), RTP/UDP-Lite/lP (User
Dat agram Protocol Lite), UDP/IP, UDP-Lite/lP, IP and ESP/IP
(Encapsul ating Security Payl oad) headers.

This specification defines a second version of the profiles found in
RFC 3095, RFC 3843 and RFC 4019; it supersedes their definition, but
does not obsolete them

The ROHCv2 profiles introduce a nunber of sinplifications to the

rul es and al gorithns that govern the behavior of the conpression
endpoints. 1t also defines robustness nmechani sns that may be used by
a conpressor inplementation to increase the probability of
deconpressi on success when packets can be | ost and/or reordered on
the ROHC channel. Finally, the ROHCv2 profiles define their own
specific set of header formats, using the ROHC formal notation
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1

I ntroduction

The ROHC WG has devel oped a header conpression franmework on top of

whi ch various profiles can be defined for different protocol sets or
conpression requirenents. The ROHC framework was first docunented in
[ RFC3095], together with profiles for conpression of RTP/UDP/IP
(Real - Time Transport Protocol, User Datagram Protocol, |nternet
Protocol), UDP/IP, IP and ESP/I P (Encapsul ating Security Payl oad)
headers. Additional profiles for conpression of |P headers [ RFC3843]
and UDP-Lite (User Datagram Protocol Lite) headers [ RFC4019] were

| ater specified to complete the initial set of ROHC profiles.

Thi s docunent defines an updated version for each of the above
nmentioned profiles, and the definitions depend on the ROHC framework
as found in [RFC4995]. The framework is required reading to
understand the profile definitions, rules, and their role.

Specifically, this docunment defines header conpression schenes for

o RTP/ UDP/I P . profile 0x0101
o UDP/IP : profile 0x0102
o ESP/I P : profile 0x0103
olP : profile 0x0104
o RTP/UDP-Lite/lIP : profile 0x0107
o UDP-Lite/lP . profile 0x0108

Each of the profiles above can conpress the follow ng type of
ext ensi on headers:

0 AH [ RFC4302]

0 GCRE [ RFC2784] [ RFC2890]

0 M NE [ RFC2004]

o |Pv6 Destination Options header[ RFC2460]

o | Pv6 Hop-by-hop Options header[ RFC2460]

0 |Pv6e Routing header [RFC2460]

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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This docunent is consistent with the term nology found in the ROHC
framework [ RFC4995] and in the formal notation for ROHC [ RFC4997].
In addition, this docunent uses or defines the follow ng terns:

Acknowl edgnent Nunber

The Acknow edgnent Nunber identifies what packet is being
acknow edged in the RoHCv2 feedback el enment (See Section 6.9).
The value of this field normally corresponds to the Mster
Sequence Number (MSN) of the header that was |ast successfully
deconpressed, for the conpression context (CID) for which the
f eedback i nformation applies.

Chai ning of Itemns

A chain of itenms groups fields based on simlar characteristics.
ROHCv2 defines chain itens for static, dynam c and irregul ar
fields. Chaining is achieved by appending an itemto the chain
for each header in its order of appearance in the unconpressed
packet. Chaining is useful to construct conpressed headers from
an arbitrary nunber of any of the protocol headers for which a
ROHCv2 profile defines a conpressed format.

CRC-3 Control Fields Validation

The CRC-3 control fields validation refers to the validation of
the control fields. This validation is perfornmed by the
deconpressor when it receives a Conpressed (CO header that
contains a 3-bit Cyclic Redundancy Check (CRC) cal cul ated over
control fields. This 3-bit CRC covers controls fields carried in
the CO header as well as specific control fields in the context.
In the formal definition of the header formats, this 3-bit CRCis
| abel ed "control _crc3" and uses the control _crc3_encoding (See

al so Section 6.6.11).

Del ta

The delta refers to the difference in the absolute value of a
field between two consecutive packets being processed by the sane
conpr essi on endpoi nt .

Reor dering Depth

The nunber of packets by which a packet is received late within
its sequence due to reordering between the conpressor and the
deconpressor, i.e., reordering between packets associated with the
same context (CID). See the definition of sequentially late
packet bel ow.
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ROHCv2 Header Types

ROHCv2 profiles use two different header types: the Initialization
and Refresh (I R) header type, and the Conpressed (CO header type.

Sequentially Early Packet

A packet that reaches the deconpressor before one or severa
packets that were del ayed over the channel, where all of the said
packets belong to the sanme header-conpressed fl ow and are

associ ated to the sane conpression context (CID). At the time of
the arrival of a sequentially early packet, the packet(s) del ayed
on the Iink cannot be differentiated fromlost packet(s).

Sequentially Late Packet

A packet is late within its sequence if it reaches the
deconpressor after one or several other packets belonging to the
same CI D have been received, although the sequentially |ate packet
was sent fromthe conpressor before the other packet(s). How the
deconpressor detects a sequentially |ate packet is outside the
scope of this specification, but it can for exanple use the MSN
for this purpose.

Tinmestanp Stride (ts_stride)

The tinestanp stride (ts_stride) is the expected increase in the
ti mestanp val ue between two RTP packets with consecutive sequence
nunbers. For exanple, for a nmedia encoding with a sanple rate of
8 kHz producing one frame every 20 ns, the RTP tinmestanp wll

typically increase by n * 160 (= 8000 * 0.02), for sone integer n

Time Stride (tinme_stride)
The tine stride (tine_stride) is the tine interval equivalent to

one ts_stride, e.g., 20 ns in the exanple for the RTP tinestanp
i ncrement above.
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3.

4.

Acr onyns

This section lists npst acronyns used for reference, in addition to
those defined in [ RFC4995].

AH Aut henti cati on Header

ESP Encapsul ati ng Security Payl oad.

CRE Ceneric Routing Encapsul ation

FC Ful | Context state (deconpressor).

I P I nternet Protocol.

LSB Least Significant Bits.

M NE M ni nmal Encapsul ation in IP

VBB Most Significant Bits.

VSN Mast er Sequence Nunber.

NC No Context state (deconpressor).

QA Optinistic Approach.

RC Repair Context state (deconpressor).

ROHC Header conpression framework (RFC 4995).

ROHCv 2 Set of header conpression profiles defined in this docunent.

RTP Real -ti me Transport Protocol

SSRC Synchroni zati on source. Field in RTP header

CSRC Contributing source. The RTP header contains an optiona
list of contributing sources.

TC Traffic Cass. Field in the |Pv6 header. See also TCS.

TGOS Type O Service. Field in the |Pv4 header. See also TC

TS RTP Ti mest anp.

TTL Time to Live. Field in the |IPv4d header.

ubP User Dat agram Pr ot ocol

UDP-Lite User Datagram Protocol Lite.
Background (I nformative)

This section provides background i nformati on on the conpression
profiles defined in this docunment. The fundanmental s of genera

header conpression and of the ROHC framework may be found in sections
3 and 4 of [RFC4995], respectively. The fundanentals of the fornma
notation for ROHC are defined in [ RFC4997]. [RFC4224] describes the
i mpacts of out-of-order delivery on profiles based on [ RFC3095].

1. dassification of Header Fields

Section 3.1 of [RFC4995] expl ains that header conpression is possible
due to the fact that there is nuch redundancy between field val ues
within the headers of a packet, especially between the headers of
consecutive packets.

Appendix A lists and classifies in detail all the header fields
relevant to this docunment. The appendi x concludes with
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recomendati ons on how t he various fields should be handl ed by header
conpressi on al gorithms.

The main conclusion is that nost of the header fields can easily be
conpressed away since they never or seldomchange. A small nunber of

fields however need nore sophisticated nechanisns.

These fields are:

- IPv4 ldentification (16 bits) - IP-1D

- ESP Sequence Nunber (32 bits) - ESP SN

- UDP Checksum (16 bits) - Checksum
- UDP-Lite Checksum (16 bits) - Checksum
- UDP-Lite Checksum Coverage (16 bits) - CCov

- RTP Marker (1 bit) - Mbit

- RTP Sequence Nunber (16 bits) - RTP SN

- RTP Ti mestanp (32 bits) - TS

In particular, for RTP, the analysis in Appendi x A reveals that the
val ues of the RTP Tinmestanp (TS) field usually have a strong
correlation to the RTP Sequence Nunber (SN), which increnents by one
for each packet enmitted by an RTP source. The RTP Mbit is expected
to have the sane value nost of the tine, but it needs to be

conmmuni cated explicitly on occasion

For UDP, the Checksum field cannot be inferred or recal cul ated at the
receiving end without violating its end-to-end properties, and is
thus sent as-is when enabled (mandatory with I Pv6). The same applies
to the UDP-Lite Checksum (mandatory with both 1 Pv4 and I Pv6), while
the UDP-Lite Checksum Coverage may in sone cases be conpressible.

For IPv4, a simlar correlation as that of the RTP TS to the RTP SN
is often observed between the Identifier field (IP-1D) and the naster
sequence number (MSN) used for conpression (e.g., the RTP SN when
conpressi ng RTP headers).

4.2. Inprovenents of ROHCv2 over RFC 3095 Profiles

The ROHCv2 profiles can achieve conpression efficiency and robustness
that are both at |east equivalent to RFC 3095 profil es [ RFC3095],
when used under the sanme operating conditions. |In particular, the
size and bit layout of the smallest conpressed header (i.e., PT-0
format WO 0 in RFC 3095, and pt_0 crc3 in ROHCv2) are identical

There are a nunber of differences and i nprovenents between profiles
defined in this docunent and their earlier version defined in RFC
3095. This section provides an overvi ew of sonme of the nost
significant inprovenents:
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Tol erance to reordering

Profiles defined in RFC 3095 require that the channel between
conpressor and deconpressor provide in-order delivery between
conpressi on endpoints. ROHCv2 profiles, however, can handle
robustly and efficiently a limted anbunt of reordering after the
conpression point as part of the conpression algorithmitself. In
addition, this inmproved support for reordering nakes it possible
for ROHCv2 profiles to handle prelink reordering nore efficiently.

Operational |ogic

Profiles in RFC 3095 define nultiple operational nodes, each with
di fferent updating |ogic and conpressed header formats. ROHCv2
profiles operate in unidirectional operation until feedback is
first received for a context (CID), at which point bidirectiona
operation is used; the formats are independent of what operationa
logic is used.

ext ensi on header

Profiles in RFC 3095 conpress | P Extension headers using |ist
conpression. ROHCv2 profiles instead treat extension headers in
the sane manner as other protocol headers, i.e., using the
chai ni ng nechanism it thus assunmes that extension headers are not
added or renmoved during the lifetinme of a context (CI D), otherw se
conpression has to be restarted for this flow

encapsul ati on
Profiles in RFC 3095 can conpress at nost two levels of IP

headers. ROHCv2 profiles can conpress an arbitrary nunber of IP
headers.

Li st conpression

ROHCv2 profiles do not support reference-based |ist conpression

Robust ness and repairs

ROHCv2 profiles do not define a format for the | R DYN packet;

i nstead, each profile defines a conpressed header that can be used
to performa nore robust context repair using a 7-bit CRC
verification. This also inplies that only the IR header can
change the association between a CID and the profile it uses.
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5.

Pel

Feedback

ROHCv2 profiles nandate a CRC in the format of the FEEDBACK- 2,
while this is optional in RFC 3095. A different set of feedback
options is also used in ROHCv2 conpared to RFC 3095.

Qperational Characteristics of ROHCv2 Profiles
Robust header conpression can be used over different |ink
technol ogies. Section 4.4 of [RFC4995] lists the operationa
characteristics of the ROHC channel. The ROHCv2 profiles address a
wi de range of applications, and this section sunmarizes sonme of the
operational characteristics that are specific to these profiles.
Packet | ength
ROHCv2 profiles assume that the | ower layer indicates the length
of a conpressed packet. ROHCv2 conpressed headers do not contain
I ength information for the payl oad.
Qut - of -order delivery between conpression endpoints

The definition of the ROHCv2 profiles places no strict requirenent

on the delivery sequence between the conpression endpoints, i.e.
packets may be received in a different order than the conpressor
has sent themand still have a fair probability of being

successful |l y deconpressed.

However, frequent out-of-order delivery and/or significant
reordering depth will negatively inpact the conpression
efficiency. More specifically, if the conpressor can operate
using a proper estimate of the reordering characteristics of the
pat h between the conpression endpoints, |arger headers can be sent
nmore often to increase the robustness agai nst deconpression
failures due to out-of-order delivery. Oherw se, the conpression
efficiency will be inpaired froman increase in the frequency of
deconpression failures and recovery attenpts.

Overvi ew of the ROHCv2 Profiles (Informative)

This section provides an overview of concepts that are inportant and
useful to the ROHCv2 profiles. These concepts nmay be used as

gui delines for inplenentations but they are not part of the nornmative
definition of the profiles, as these concepts relate to the
conpression efficiency of the protocol w thout inpacting the
interoperability characteristics of an inplenentation
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5.1. Conpressor Concepts

Header conpression can be conceptually characterized as the

interaction of a conpressor with a deconpressor state nmachi ne, one
per context. The responsibility of the conpressor is to convey the
i nformati on needed to successfully deconpress a packet, based on a
certain confidence regarding the state of the deconpressor context.

This confidence is obtained fromthe frequency and the type of

i nformati on the conpressor sends when updating the deconpressor
context fromthe optimstic approach (Section 5.1.1), and optionally
from feedback nessages (See Section 6.9), received fromthe

deconpr essor.

5.1.1. Optinistic Approach

A conmpressor always uses the optim stic approach when it perforns
context updates. The conpressor nornally repeats the sane type of

update until it is fairly confident that the deconpressor has
successfully received the information. |f the deconpressor
successfully receives any of the headers containing this update, the
state will be available for the deconpressor to process snaller

conpr essed headers.

If field X in the unconpressed header changes val ue, the conpressor
uses a header type that contains an encoding of field X until it has
gai ned confidence that the deconpressor has received at |east one
packet containing the new value for X. The conpressor normally

sel ects a conpressed format with the small est header that can convey
t he changes needed to achi eve confidence.

The nunber of repetitions that is needed to obtain this confidence is
normally related to the packet |oss and out-of-order delivery
characteristics of the link where header conpression is used; it is
thus not defined in this docunent. It is outside the scope of this
specification and is left to inplenentors to decide.

5.1.2. Tradeoff between Robustness to Losses and to Reordering

The ability of a header conpression algorithmto handl e sequentially

| ate packets is mainly limted by two factors: the interpretation
interval offset of the sliding window used for |sb encoded fields

[ RFC4997], and the optinistic approach (See Section 5.1.1) for sel dom
changi ng fields.
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| sb encoded fi el ds:

The interpretation interval offset specifies an upper linmt for
t he maxi mum reordering depth, by which is it possible for the
deconpressor to recover the original value of a dynamcally
changing (i.e., sequentially increnenting) field that is encoded
usi ng a wi ndow based I sb encoding. |Its value is typically bound
to the nunber of |sb conpressed bits in the conpressed header
format, and thus grows with the nunber of bits transmitted.
However, the offset and the |sb encoding only provide robustness
for the field that it conpresses, and (inplicitly) for other
sequentially changing fields that are derived fromthat field.

This is shown in the figure bel ow

<--- interpretation interval (size is 2"k) ---->
| oo o |
v_ref-p v_ref v_ref + (2"k-1) - p
Lower Upper
Bound Bound
<--- reordering --> <--------- | osses --------- >

where p is the maxi mum negati ve delta, corresponding to the
maxi mum r eordering depth for which the I sb encodi ng can recover
the original value of the field;

where (2"k-1) - p is the maximum positive delta, corresponding
to the maxi num nunber of consecutive | osses for which the |sb
encodi ng can recover the original value of the field,

where v_ref is the reference value, as defined in the Isb
encodi ng method in [ RFC4997].

There is thus a tradeoff between the robustness agai nst reordering
and the robustness agai nst packet |osses, with respect to the
number of MBN bits needed and the distribution of the
interpretation interval between negative and positive deltas in

t he MBN.

Sel dom changi ng fi el ds

The optimstic approach (Section 5.1.1) provides the upper linmt
for the maxi mumreordering depth for sel dom changing fields.

There is thus a tradeoff between conpression efficiency and

robust ness. Wen only information on the MSN needs to be conveyed to
t he deconpressor, the tradeoff relates to the nunber of conpressed
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MBN bits in the conpressed header format. Oherw se, the tradeoff
relates to the inplenentation of the optinistic approach

In particular, conpressor inplenentations should adjust their

optim stic approach strategy to match both packet |oss and reordering
characteristics of the Iink over which header conpression is applied.
For exanple, the nunber of repetitions for each update of a non-Isb
encoded field can be increased. The conpressor can ensure that each
update is repeated until it is reasonably confident that at |east one
packet containing the change has reached the deconpressor before the
first packet sent after this sequence.

5.1.3. Interactions with the Deconpressor Context

The conpressor normally starts conpression with the initia
assunption that the deconpressor has no useful information to process
the new flow, and sends Initialization and Refresh (I R) packets.

Initially, when sending the first IR packet for a conpressed fl ow,

t he conpressor does not expect to receive feedback for that flow,
until such feedback is first received. At this point, the conpressor
may then assunme that the deconpressor will continue to send feedback
in order to repair its context when necessary. The former is
referred to as unidirectional operation, while the latter is called
bi di recti onal operation.

The conpressor can then adjust the conpression level (i.e., what
header format it selects) based on its confidence that the
deconpressor has the necessary information to successfully process
the conpressed headers that it sel ects.

In other words, the responsibilities of the conpressor are to ensure
that the deconpressor operates with state information that is
sufficient to successfully deconpress the type of conpressed
header(s) it receives, and to allow the deconpressor to successfully
recover that state infornmation as soon as possi ble otherwi se. The
conpressor therefore selects the type of conpressed header based on
the followi ng factors:

o the outcone of the encoding nethod applied to each field;

o the optimstic approach, with respect to the characteristics of
t he channel

o the type of operation (unidirectional or bidirectional), and if in

bi directi onal operation, feedback received fromthe deconpressor
(ACKs, NACKs, STATIC NACK, and options).
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Encodi ng net hods normal |y use previous value(s) froma history of
packets whose headers it has previously conpressed. The optimstic
approach is neant to ensure that at |east one conpressed header
containing the information to update the state for a field is
received. Finally, feedback indicates what actions the deconpressor
has taken with respect to its assunptions regarding the validity of
its context (Section 5.2.2); it indicates what type of conpressed
header the deconpressor can or cannot deconpress.

The deconpressor has the nmeans to detect deconpression failures for
any conpressed (CO header format, using the CRC verification
Dependi ng on the frequency and/or on the type of the failure, it

m ght send a negative acknow edgenent (NACK) or an explicit request
for a conplete context update (STATIC NACK). However, the
deconpressor does not have the nmeans to identify the cause of the
failure, and in particular the deconpression of what field(s) is
responsible for the failure. The conpressor is thus always

responsi ble for determ ning the nost suitable response to a negative
acknow edgenent, using the confidence it has in the state of the
deconpressor context, when selecting the type of conpressed header it
will use when conpressing a header

5.2. Deconpressor Concepts

The deconpressor nornmally uses the last received and successfully
val idated (IR packets) or verified (CO packets) header as the
reference for future deconpression

The deconpressor is responsible for verifying the outcone of every
deconpression attenpt, to update its context when successful, and
finally to request context repairs by nmaki ng coherent usage of
feedback once it has started using feedback

Specifically, the outcome of every deconpression attenpt is verified
using the CRC present in the conpressed header; the deconpressor
updates the context information when this outcone is successfully
verified; finally, if the deconpressor uses feedback once for a
conpressed flow, then it will continue to do so for as long as the
correspondi ng context is associated with the sanme profile.

5.2.1. Deconpressor State Mchine
The deconpressor operation nay be represented as a state machi ne
defining three states: No Context (NC), Repair Context (RC), and Full
Context (FC).

The deconpressor starts without a valid context, the NC state. Upon
receiving an IR packet, the deconpressor validates the integrity of
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its header using the CRC-8 validation. |f the IR header is
successfully validated, the deconpressor updates the context and uses
this header as the reference header, and noves to the FC state. Once
t he deconpressor state machi ne has entered the FC state, it does not
normal Iy | eave; only repeated deconpression failures will force the
deconpressor to transit downwards to a | ower state. When context
damage is detected, the deconpressor noves to the repair context (RC
state, where it stays until it successfully verifies a deconpression
attenpt for a conpressed header with a 7-bit CRC or until it
successfully validates an IR header. When static context danmage is
detected, the deconpressor noves back to the NC state.

Below is the state nmachine for the deconpressor. Details of the
transitions between states and deconpression logic are given in the
sub-sections following the figure.

CRC-8(IR) Validation

L >So - -- - >So - -- - >So - -- - >So - -- - >So - -- - >So - -- - >So - -- - >So - -- - >So - -- - >o---+

| CRC-8(1 R |

| 'CRC-8(IR or CRC-7(CO or or CRCG7(CO |

| PT not allowed CRC-8(I R or CRC-3(CO |

| o> -+ e m > oo So oo So oo >-o - -+ +--->---->---+|
| | | (. |
| % | v o \VARY
oo SRS Sy SR U +
| No Context (NC) | | Repair Context (RC) | | Full Context (FC |
e S TS SR S +

NN Static Context | M TCRC-7(CO or | ™ Context Damage | |

| | Damage Detected | | PT not allowed | | Detected | |

| +--<----- <----- <--t - e e m - L SR <----- <--+ |

| |

| Static Context Damage Detected |

S S <----- <----- <----- <----- <----- <----- <----- <emmeoo - +
wher e:

CRC-8(I R . Successful CRC-8 validation for the IR header.

I CRC-8(I R . Unsuccessful CRC-8 validation for the IR header.

CRC-7(CO and/ or

CRC- 3(CO : Successful CRC verification for the deconpression

of a CO header, based on the nunber of CRC bits
carried in the CO header.

I CRC-7(CO . Failure to CRC verify the deconpression of a CO
header carrying a 7-bit CRC
PT not all owed : The deconpressor has received a packet type (PT)

for which the deconpressor’s current context does
not provide enough valid state information to
deconpress the packet.
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Static Context Danage Detected: See definition in Section 5.2.2.
Cont ext Damage Detected: See definition in Section 5.2.2.
5.2.1.1. No Context (NC) State

Initially, while working in the No Context (NC) state, the
deconpressor has not yet successfully validated an IR header.

Attenpting deconpression:

In the NC state, only packets carrying sufficient information on
the static fields (i.e., IR packets) can be deconpressed.

Upward transition:

The deconpressor can nove to the Full Context (FC) state when the
CRC validation of an 8-bit CRCin an IR header is successful.

Feedback | ogi c:

In the NC state, the deconpressor should send a STATIC-NACK if a
packet of a type other than IR is received, or if an IR header has
failed the CRC-8 validation, subject to the feedback rate
limtation as described in Section 5.2.3.

5.2.1.2. Repair Context (RC) State
In the Repair Context (RC) state, the deconpressor has successfully
deconpressed packets for this context, but does not have confidence
that the entire context is valid.

Attenpting deconpression:

In the RC state, only headers covered by an 8-bit CRC (i.e., IR
or CO headers carrying a 7-bit CRC can be deconpressed.

Upward transition:
The deconpressor can nove to the Full Context (FC) state when the

CRC verification succeeds for a CO header carrying a 7-bit CRC or
when validation of an 8-bit CRC in an | R header succeeds.

Downward transition:

The deconpressor nmoves back to the NC state if it assumes static
cont ext damage.
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Feedback | ogi c:

In the RC state, the deconpressor should send a STATI C- NACK when
CRC-8 validation of an IR header fails, or when a CO header
carrying a 7-bit CRC fails and static context damage is assuned,
subject to the feedback rate linmtation as described in

Section 5.2.3. |If any other packet type is received, the
deconpressor should treat it as a CRC verification failure to
determine if NACK is to be sent.

5.2.1.3. Full Context (FC) State

5.

2

In the Full Context (FC) state, the deconpressor assunmes that its
entire context is valid.

Attenpting deconpression

In the FC state, deconpression can be attenpted regardl ess of the
type of packet received

Downward transition:

The deconpressor noves back to the RC state if it assumes context
damage. |If the deconpressor assunes static context damage, it
noves directly to the NC state.

Feedback | ogi c:

In the FC state, the deconpressor should send a NACK when CRC-8
validation or CRC verification of any header type fails and if
context damamge is assuned, or it should send a STATI C NACK i f
static context danage is assuned; this is subject to the feedback
rate limtation described in Section 5.2.3.

. 2. Deconpressor Context Minagenent

Al'l header fornmats carry a CRC and are context updating. A packet
for which the CRC succeeds updates the reference val ues of all header
fields, either explicitly (fromthe information about a field carried
within the conpressed header) or inplicitly (fields inferred from
other fields).

The deconpressor may assune that sonme or the entire context is
invalid, when it fails to validate or to verify one or nore headers
using the CRC. Because the deconpressor cannot know the exact
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reason(s) for a CRC failure or what field caused it, the validity of
the context hence does not refer to what specific part(s) of the
context is deened valid or not.

Validity of the context rather relates to the detection of a problem
with the context. The deconpressor first assumes that the type of
information that nost likely caused the failure(s) is the state that
normal |y changes for each packet, i.e., context damage of the dynanic
part of the context. Upon repeated deconpression failures and
unsuccessful repairs, the deconpressor then assunmes that the entire
context, including the static part, needs to be repaired, i.e.

static context danage. Failure to validate the 3-bit CRC that
protects control fields should be treated as a deconpression failure
when the deconpressor asserts the validity of its context.

Cont ext Damage Detection

The assunption of context danage neans that the deconpressor will
not attenpt deconpression of a CO header that carries only a 3-bit
CRC, and will only attenpt deconpression of IR headers or CO
headers protected by a CRC 7.

Static Context Danage Detection

The assunption of static context danage neans that the
deconpressor refrains fromattenpti ng deconpression of any type of
header other than the IR header.

How t hese assunptions are nade, i.e., how context damage is detected,
is open to inplenentations. It can be based on the residual error
rate, where a low error rate nmakes the deconpressor assunme danmaege
nore often than on a high rate |ink.

The deconpressor inplenents these assunptions by selecting the type
of conpressed header for which it will attenpt deconpression. In
other words, validity of the context refers to the ability of a
deconpressor to attenpt (or not) deconpression of specific packet

types.

When ROHCv2 profiles are used over a channel that cannot guarantee

i n-order delivery, the deconpressor may refrain fromupdating its
context with the content of a sequentially |ate packet that is
successful ly deconpressed. This is to avoid updating the context
with information that is ol der than what the deconpressor already has
inits context.
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5.2.3. Feedback Logic

ROHCv2 profiles may be used in environments with or without feedback
capabilities from deconpressor to conpressor. ROHCv2 however assunes
that if a ROHC feedback channel is available and if this channel is
used at | east once by the deconpressor for a specific context, this
channel will be used during the entire conpression operation for that
context (i.e., bidirectional operation).

The ROHC framework defines 3 types of feedback nessages: ACKs, NACKs,
and STATI C-NACKs. The semantics of each nmessage is defined in
Section 5.2.4.1. of [RFC4995]. What feedback to send is coupled with
t he context managenent of the deconpressor, i.e., with the

i mpl enent ati on of the context danmage detection algorithnms as
described in Section 5.2.2.

The deconpressor should send a NACK when it assunes context damage,
and it should send a STATI C-NACK when it assunes static context
damage. The deconpressor is not strictly expected to send ACK

f eedback upon successful deconpression, other than for the purpose of
i mprovi ng conpression efficiency.

When ROHCv2 profil es are used over a channel that cannot guarantee
i n-order delivery, the deconpressor nay refrain fromsendi ng ACK
feedback for a sequentially |late packet that is successfully
deconpr essed

The deconpressor should limt the rate at which it sends feedback
for both ACKs and STATI C- NACK/ NACKs, and shoul d avoi d sendi ng
unnecessary duplicates of the sane type of feedback nessage that may
be associated with the sanme event.

6. ROHCv2 Profiles (Normative)
6.1. Channel Paraneters, Segnentation, and Reordering

The conpressor MJST NOT use ROHC segnentation (see Section 5.2.5 of
[ RFC4995]), i.e., the Maxi mum Reconstructed Reception Unit (MRRU)
MUST be set to 0, if the configuration of the ROHC channel contains
at |l east one ROHCv2 profile in the list of supported profiles (i.e.
the PROFILES paraneter) and if the channel cannot guarantee in-order
delivery of packets between conpression endpoints.
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6.2. Profile Operation, Per-context

ROHCv2 profiles operate differently, per context, depending on how

t he deconpressor makes use of the feedback channel, if any. Once the
deconpressor uses the feedback channel for a context, it establishes
the feedback channel for that C D

The conpressor always starts with the assunption that the
deconpressor will not send feedback when it initializes a new context
(see also the definition of a new context in Section 5.1.1. of

[ RFC4995], i.e., there is no established feedback channel for the new
context. At this point, despite the use of the optimstic approach
deconpression failure is still possible because the deconpressor nay

not have received sufficient information to correctly deconpress the
packets; therefore, until the deconpressor has established a feedback
channel , the conpressor SHOULD periodically send IR packets. The
periodicity can be based on tinmeouts, on the nunber of conpressed
packets sent for the flow, or any other strategy the inplenenter
chooses.

The reception of either positive feedback (ACKs) or negative feedback
(NACKs or STATI C-NACKs) fromthe deconpressor establishes the

f eedback channel for the context (CID) for which the feedback was
received. Once there is an established feedback channel for a
specific context, the conpressor can make use of this feedback to
estinate the current state of the deconpressor. This helps to

i ncrease the conpression efficiency by providing the information
needed for the conpressor to achieve the necessary confidence | evel
When t he feedback channel is established, it beconmes superfluous for
the conpressor to send periodic refreshes, and instead it can rely
entirely on the optinistic approach and feedback fromthe

deconpr essor.

The deconpressor MAY send positive feedback (ACKs) to initially
establish the feedback channel for a particular flow Either
positive feedback (ACKs) or negative feedback (NACKs or STATI C NACKs)

establishes this channel. Once it has established a feedback channe
for a D, the deconpressor is REQU RED to continue sendi ng feedback
for the lifetime of the context (i.e., until it receives an | R packet

that associates the CIDto a different profile), to send error
recovery requests and (optionally) acknow edgnents of significant
cont ext updat es.

Conpression wi thout an established feedback channel will be |ess
efficient, because of the periodic refreshes and the |ack of feedback
to trigger error recovery; there will also be a slightly higher
probability of |oss propagation conmpared to the case where the
deconpressor uses feedback.
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6.3. Control Fields

ROHCv2 defines a number of control fields that are used by the
deconpressor in its interpretation of the header formats received
fromthe conpressor. The control fields listed in the follow ng
subsections are defined using the formal notation [ RFC4997] in
Section 6.8.2.4 of this docunent.

6.3.1. Master Sequence Nunber (MSN)
The Master Sequence Nunmber (MSN) field is either taken froma field
that already exists in one of the headers of the protocol that the
profile conpresses (e.g., RTP SN), or alternatively it is created at
the conpressor. There is one MSN space per context.

The MSN field has the following two functions:

o Differentiating between reference headers when receiving feedback

dat a;
o Inferring the value of increnenting fields (e.g., |Pv4d
I dentifier).

There is one MBN field in every ROHCv2 header, i.e., the MSNis

al ways present in each header type sent by the conpressor. The MSN
is sent in full in IR headers, while it can be |sb encoded within CO
header formats. The deconpressor always includes LSBs of the MSN in
t he Acknow edgnent Nunber field in feedback (see Section 6.9). The
conpressor can later use this field to infer what packet the
deconpressor is acknow edgi ng.

For profiles for which the MSN is created by the conpressor (i.e.
0x0102, 0x0104, and 0x0108), the follow ng applies:

0 The conpressor only initializes the MSN for a context when that
context is first created or when the profile associated with a
cont ext changes;

0 Wien the MSNis initialized, it is initialized to a random val ue;

o The value of the MSN SHOULD be increnented by one for each packet
that the conpressor sends for a specific CID

6.3.2. Reordering Ratio
The control field reorder_ratio specifies how much reordering is

handl ed by the | sb encoding of the MSN. This is useful when header
conpression is perforned over links with varying reordering
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characteristics. The reorder_ratio control field provides the neans
for the conpressor to adjust the robustness characteristics of the

I sb encodi ng nmethod with respect to reordering and consecutive

| osses, as described in Section 5.1.2.

6.3.3. | P-1D Behavi or

The IP-1D field of the | Pv4 header can have different change
patterns: sequential in network byte order, sequential byte-swapped,
random or constant (a constant value of zero, although not confornant
wi th [ RFC0791], has been observed in practice). There is one IP-ID
behavi or control field per | P header. The control field for the

| P-1 D behavi or of the innernost | P header determnines which set of
header formats is used. The |IP-1D behavior control field is also
used to deternmine the contents of the irregular chain item for each
| P header.

ROHCv2 profiles MJUST NOT assign a sequential behavior (network byte
order or byte-swapped) to any IP-1D but the one in the innernost IP
header when conpressing nore than one |evel of |IP headers. This is
because only the IP-1D of the innernost |IP header is likely to have a
sufficiently close correlation with the MSN to conpress it as a
sequentially changing field. Therefore, a conpressor MJST assign
either the constant zero IP-1D or the random | P-1D behavior to
tunnel i ng headers.

6.3.4. UDP-Lite Coverage Behavior

The control field coverage_behavior specifies how the checksum
coverage field of the UDP-Lite header is conpressed with RoHCv2. It
can indicate one of the follow ng encodi ng nethods: irregular
static, or inferred encodi ng.

6.3.5. Timestanp Stride
The ts_stride control field is used in scaled RTP tinestanp encodi ng
(see Section 6.6.8). It defines the expected increase in the RTP
ti mestanp between consecutive RTP sequence nunbers

6.3.6. Tine Stride

The tine_stride control field is used in tiner-based conpression
encodi ng (see Section 6.6.9). Wen tiner-based conpression is used,
tinme_stride should be set to the expected difference in arrival tine
bet ween consecutive RTP packets.
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6.3.7. CRC-3 for Control Fields

ROHCv2 profiles define a CRC-3 cal cul ated over a nunber of contro
fields. This 3-bit CRC protecting the control fields is present in
the header format for the co_comon and co_repair header types.

The deconpressor MJST al ways validate the integrity of the contro
fields covered by this 3-bit CRC when processing a co_conmon or a
co_repair conpressed header

Failure to validate the control fields using this CRC should be
considered as a deconpression failure by the deconpressor in the

al gorithmthat assesses the validity of the context. However, if the
deconpression attenpt can be verified using either the CRC-3 or the
CRC-7 cal cul ated over the unconpressed header, the deconpressor MAY
still forward the deconpressed header to upper layers. This is
because the protected control fields are not always used to
deconpress the header (i.e., co_common or co_repair) that updates
their respective val ue.

The CRC pol ynoni al and coverage of this CRC-3 is defined in
Section 6.6.11.

6.4. Reconstruction and Verification
Validation of the IR header (8-bit CRC

The deconpressor MJST always validate the integrity of the IR
header using the 8-bit CRC carried within the IR header. Wen the
header is validated, the deconpressor updates the context with the
information in the IR header. Oherwise, if the IR cannot be
val i dated, the context MJST NOT be updated and the IR header MJST
NOT be delivered to upper |ayers.

Verification of CO headers (3-bit CRC or 7-bit CRC)

The deconpressor MJST al ways verify the deconpression of a CO
header using the CRC carried within the conpressed header. Wen
t he deconpression is verified and successful, the deconpressor
updates the context with the information received in the CO
header; otherwise, if the reconstructed header fails the CRC
verification, these updates MJST NOT be perforned.

A packet for which the deconpression attenpt cannot be verified
usi ng the CRC MJUST NOT be delivered to upper |ayers.
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Deconpressor inplenentations nay attenpt corrective or repair
measures on CO headers prior to perform ng the above actions, and
the result of any deconpression attenpt MJST be verified using the
CRC.

6.5. Conpressed Header Chains

Some header types use one or nore chains containing sub-header
informati on. The function of a chain is to group fields based on
simlar characteristics, such as static, dynamic, or irregular
fields.

Chai ning is done by appending an item for each header to the chain in
their order of appearance in the unconpressed packet, starting from
the fields in the outernost header

In the text below, the term <protocol _name> is used to identify
formal notation names corresponding to different protocol headers.
The mappi ng between these is defined in the follow ng table:

I 'rhreees I +
| Protocol | protocol _nane |
o e e e e e e e e e e e e m o S +
| 1Pv4d RFC 0791 | ipv4 |
| 1Pv6 RFC 2460 | ipv6 |
| ubP RFC 0768 | udp

| RTP RFC 3550 | rtp |
| ESP RFC 4303 | esp |
| UDP-Lite RFC 3828 | udp_lite |
| AH RFC 4302 | ah

| GRE RFC 2784, RFC 2890 | gre

| MNE RFC 2004 | mine |
| I'Pv6 Destination Option RFC 2460 | dest_opt |
| I'Pv6 Hop-by-hop Options RFC 2460 | hop_opt

| I'Pv6 Routing Header RFC 2460 | rout_opt |
o e e e e e e e e e e e e e oo - o S +

Stati c chain:

The static chain consists of one itemfor each header of the chain
of protocol headers that is conpressed, starting fromthe
outernost I P header. |In the formal description of the header
formats, this static chain itemfor each header type is |abel ed
<protocol _name>_static. The static chain is only used in the IR
header fornmat.
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Dynani ¢ chai n:

The dynami c chain consists of one itemfor each header of the
chain of protocol headers that is conpressed, starting fromthe
outernmost I P header. In the formal description of the header
formats, the dynam c chain itemfor each header type is |abel ed
<protocol _nane> dynanic. The dynamic chain is only used in the IR
and co_repair header formats.

I rregul ar chain:

The structure of the irregular chain is anal ogous to the structure
of the static chain. For each conpressed header that uses the
general format of Section 6.8, the irregular chain is appended at
a specific location in the general format of the conpressed
headers. In the formal description of the header formats, the
irregular chain itemfor each header type is a format whose nane
is suffixed by " irregular". The irregular chain is used in al

CO headers, except for the co repair format.

The format of the irregular chain for the innernost |P header
differs fromthe format used for the outer |IP headers, because the
i nnernost | P header is part of the conpressed base header. 1In the
definition of the header formats using the formal notation, the
argunent "is_innernost", which is passed to the correspondi ng
encodi ng nethod (ipv4 o