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1. Introduction

The NETCONF protocol does not provide any standard nechanisns to
restrict the protocol operations and content that each user is
aut hori zed to access.
There is a need for interoperable managenent of the controlled access
to admi ni strator-sel ected portions of the avail able NETCONF cont ent
within a particular server.
Thi s docunent addresses access control nechanisns for the Operations
and Content |ayers of NETCONF, as defined in [RFC6241]. It contains
three main sections:
1. Access Control Design Objectives
2. NETCONF Access Control Mbdel (NACM
3. YANG Data Mddel (ietf-netconf-acm yang)

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

The following terns are defined in [ RFC6241] and are not redefined
here:

o client

o0 datastore
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0 protocol operation
0 server

0 session

0 user

The following terns are defined in [ RFC6020] and are not redefined
her e:

0o data node
o data definition statenent
The following ternms are used throughout this docunent:

access control: A security feature provided by the NETCONF server
that allows an administrator to restrict access to a subset of al
NETCONF protocol operations and data, based on various criteria.

access control nmodel (ACM: A conceptual nodel used to configure and
nmoni tor the access control procedures desired by the adm nistrator
to enforce a particular access control policy.

access control rule: The criterion used to determine if a particular
NETCONF protocol operation will be pernitted or denied.

access operation: How a request attenpts to access a conceptua
object. One of "none", "read", "create", "delete", "update", or
"execute".

recovery session: A special adninistrative session that is given
unlimted NETCONF access and is exenpt fromall access contro
enforcenment. The mechani sm(s) used by a server to control and
identify whether or not a session is a recovery session are
i mpl enentati on specific and outside the scope of this docunent.

write access: A shorthand for the "create", "delete", and "update"
access operations.

2. Access Control Design bjectives

This section docunments the design objectives for the NETCONF Access
Control Mbodel presented in Section 3.
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2.1. Access Control Points

NETCONF al | ows new protocol operations to be added at any tine, and
the YANG Data Moddel i ng Language supports this feature. It is not
possi ble to design an ACM for NETCONF that only focuses on a static
set of protocol operations, |ike sone other protocols. Since few
assunptions can be nade about an arbitrary protocol operation, the
NETCONF architectural server conponents need to be protected at three
conceptual control points.

These access control points, described in Figure 1, are as follows:

protocol operation: Pernission to invoke specific protoco
operations.

datastore: Permission to read and/or alter specific data nodes
wi thin any datastore.

notification: Pernission to receive specific notification event

types.

Fom e e e e e o oo + Fom e e e e e o oo +
client | protocol | | data node
request --> | operation | ------------- > | access

| allowed? | datastore | allowed?

T + or state T +

data access

S +

| notification
event --> | allowed? |

oo oo +

Figure 1

2.2. Sinplicity

There is concern that a conplicated ACMw || not be w dely depl oyed
because it is too hard to use. It needs to be easy to do sinple
things and possible to do conplex things, instead of hard to do
ever yt hi ng.

Configuration of the access control systemneeds to be as sinple as
possible. Sinple and common tasks need to be easy to configure and
require little expertise or domai n-specific know edge. Conpl ex tasks
are possible using additional nechanisns, which may require
addi ti onal expertise.
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A single set of access control rules ought to be able to control all
types of NETCONF protocol operation invocation, all datastore access,
and all notification events.

Access control ought to be defined with a small and fam liar set of
perm ssions, while still allowing full control of NETCONF datastore
access.

2.3. Procedural Interface

The NETCONF protocol uses a renmpte procedure call nodel and an
extensi bl e set of protocol operations. Access control for any
possi bl e protocol operation is necessary.

2. 4. Dat ast ore Access

It is necessary to control access to specific nodes and subtrees
within the NETCONF datastore, regardl ess of which protocol operation
standard or proprietary, was used to access the datastore.

2.5. Users and G oups

It is necessary that access control rules for a single user or a
configurabl e group of users can be confi gured.

The ACM needs to support the concept of adm nistrative groups, to
support the well-established distinction between a root account and
other types of less-privileged conceptual user accounts. These
groups need to be configurable by the adm nistrator

It is necessary that the user-to-group nmappi ng can be del egated to a
central server, such as a RADIUS server [RFC2865][ RFC5607]. Since
authentication is performed by the NETCONF transport |ayer and RADI US
performnms authentication and service authorization at the sane tine,

t he underlying NETCONF transport needs to be able to report a set of
group nanes associated with the user to the server. It is necessary
that the adm nistrator can disable the usage of these group nanes

wi thin the ACM

2.6. Maintenance
It ought to be possible to disable part or all of the access contro

nodel enforcenment procedures w thout deleting any access contro
rul es.
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2.

2.

7. Configuration Capabilities

Sui tabl e configuration and nonitoring nechani sns are needed to all ow
an admnistrator to easily nmanage all aspects of the ACM s behavior.
A standard data nodel, suitable for use with the <edit-config>
protocol operation, needs to be available for this purpose.

Access control rules to restrict access operations on specific
subtrees within the configuration datastore need to be supported.

8. ldentifying Security-Sensitive Content

One of the nost inportant aspects of the data nobdel docunentation,
and bi ggest concerns during deploynent, is the identification of
security-sensitive content. This applies to protocol operations in
NETCONF, not just data and notifications.

It is mandatory for security-sensitive objects to be docunented in
the Security Considerations section of an RFC. This is nice, but it
i s not good enough, for the follow ng reasons:

o This docunentation-only approach forces adm nistrators to study
the RFC and determne if there are any potential security risks
i ntroduced by a new data nodel

o |If any security risks are identified, then the adni nistrator nust
study some nore RFC text and deternmine howto nitigate the
security risk(s).

o0 The ACM on each server nust be configured to mtigate the security
risks, e.g., require privileged access to read or wite the
specific data identified in the Security Considerations section

o If the ACMis not pre-configured, then there will be a time w ndow
of vulnerability after the new data nodel is | oaded and before the
new access control rules for that data nodel are configured,
enabl ed, and debugged.

Oten, the adnministrator just wants to disable default access to the
secure content, so no inadvertent or malicious changes can be made to
the server. This allows the default rules to be nore |enient,

wi thout significantly increasing the security risk

A data nodel designer needs to be able to use machi ne-readabl e
statements to identify NETCONF content, which needs to be protected
by default. This will allow client and server tools to automatically
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i dentify data-nodel -specific security risks, by denying access to
sensitive data unless the user is explicitly authorized to perform
the requested access operation

3. NETCONF Access Control Mbdel (NACM

3.1. Introduction
Thi s section provides a high-level overview of the access contro
nmodel structure. 1t describes the NETCONF protocol nessage
processi ng nodel and the conceptual access control requirenments
within that nodel.

3.1.1. Features

The NACM data nodel provides the follow ng features:

o0 |Independent control of renote procedure call (RPC), data, and
notification access.

o Sinple access control rules configuration data nodel that is easy
to use.

0 The concept of an energency recovery session is supported, but
configuration of the server for this purpose is beyond the scope
of this docunent. An enmergency recovery session will bypass al
access control enforcenent, in order to allowit to initialize or
repair the NACM configuration

o0 Asinple and fanmiliar set of datastore permi ssions is used.
0 Support for YANG security tagging (e.g., "nacmdefault-deny-wite"
statenment) allows default security npdes to automatically exclude

sensi tive data.

0 Separate default access nodes for read, wite, and execute
per ni ssi ons.

0 Access control rules are applied to configurabl e groups of users.

o The access control enforcenment procedures can be disabled during
operation, without deleting any access control rules, in order to
debug operational problens.

0 Access control rules are sinple to configure.

Bi erman & Bj or kl und St andards Track [ Page 8]



RFC 6536 NACM March 2012
o The nunber of denied protocol operation requests and denied
datastore wite requests can be nonitored by the client.

o Sinple unconstrai ned YANG i nstance identifiers are used to
configure access control rules for specific data nodes.

3.1.2. External Dependencies

The NETCONF protocol [RFC6241] is used for all managenent purposes
within this docunent.

The YANG Dat a Model i ng Language [ RFC6020] is used to define the
NETCONF data nodels specified in this docunent.

3.1.3. Message Processi ng Mdel
The foll owi ng di agram shows the conceptual message fl ow nodel,

including the points at which access control is applied during
NETCONF nessage processing.
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Figure 2

The follow ng high-Ievel
executed for each received <rpc> nessage
i s enabl ed:

enf or cenent
0]

al |
server,
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o |If the user is authorized to execute the specified protoco
operation, then processing continues; otherw se, the request is
rejected with an "access-deni ed" error

o If the configuration datastore or conceptual state data is
accessed by the protocol operation, then the server checks if the
client is authorized to access the nodes in the datastore. |f the
user is authorized to performthe requested access operation on
the requested data, then processing continues.

The foll owi ng sequence of conceptual processing steps is executed for
each generated notification event, if access control enforcenent is
enabl ed:

0 Server instrunmentation generates a notification for a particular
subscri ption.

o The notification access control enforcer checks the notification
event type, and if it is one that the user is not authorized to
read, then the notification is dropped for that subscription.

3.2. Datastore Access

The sane access control rules apply to all datastores, for exanple,

the candi date configuration datastore or the running configuration

dat ast or e.

Only the standard NETCONF dat astores (candi date, running, and

startup) are controlled by NACM Local or renote files or datastores

accessed via the <url> paraneter are not controlled by NACM
3.2.1. Access Rights

A small set of hard-wired datastore access rights is needed to

control access to all possible NETCONF protocol operations, including

vendor extensions to the standard protocol operation set.

The "CRUDX" nodel can support all NETCONF protocol operations:

0 Create: allows the client to add a new data node instance to a
dat ast or e.

0 Read: allows the client to read a data node instance froma
datastore or receive the notification event type.

0 Update: allows the client to update an existing data node instance
in a datastore.
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0 Delete: allows the client to delete a data node instance froma
dat ast or e.

0 eXec: allows the client to execute the protocol operation
3.2.2. <get> and <get-config> Qperations

Data nodes to which the client does not have read access are silently
omtted fromthe <rpc-reply> nmessage. This is done to all ow NETCONF
filters for <get> and <get-config> to function properly, instead of
causi ng an "access-deni ed" error because the filter criteria would

ot herwi se include unauthorized read access to sone data nodes. For
NETCONF filtering purposes, the selection criteria is applied to the
subset of nodes that the user is authorized to read, not the entire
dat ast or e.

3.2.3. <edit-config> Operation

The NACM access rights are not directly coupled to the <edit-config>
"operation" attribute, although they are sinmilar. Instead, a NACM
access right applies to all protocol operations that would result in
a particular access operation to the target datastore. This section
descri bes how these access rights apply to the specific access
operations supported by the <edit-config> protocol operation

If the effective access operation is "none" (i.e., default-
operation="none") for a particular data node, then no access contro
is applied to that data node. This is required to allow access to a
subtree within a |arger data structure. For exanple, a user may be

authorized to create a new "/interfaces/interface" list entry but not
be authorized to create or delete its parent container
("/interfaces"). If the "/interfaces" container already exists in
the target datastore, then the effective operation will be "none" for
the "/interfaces" node if an "/interfaces/interface" list entry is
edi t ed.

If the protocol operation would result in the creation of a datastore
node and the user does not have "create" access perm ssion for that
node, the protocol operation is rejected with an "access-denied"
error.

If the protocol operation would result in the deletion of a datastore
node and the user does not have "del ete" access permission for that
node, the protocol operation is rejected with an "access-deni ed"
error.
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If the protocol operation would result in the nodification of a

dat astore node and the user does not have "update" access perm ssion
for that node, the protocol operation is rejected with an "access-
deni ed" error.

A "nerge" or "replace" <edit-config> operation may include data nodes
that do not alter portions of the existing datastore. For exanple, a
contai ner or list node may be present for naning purposes but does
not actually alter the correspondi ng datastore node. These unaltered
data nodes are ignored by the server and do not require any access
rights by the client.

A "nerge" <edit-config> operation may include data nodes but not

i nclude particular child data nodes that are present in the
datastore. These nissing data nodes within the scope of a "nmerge"
<edit-config> operation are ignored by the server and do not require
any access rights by the client.

The contents of specific restricted datastore nodes MJST NOT be
exposed in any <rpc-error> elenents within the reply.

3.2.4. <copy-config> Operation

Access control for the <copy-config> protocol operation requires
speci al considerati on because the adnministrator may be replacing the
entire target datastore.

If the source of the <copy-config> protocol operation is the running
configuration datastore and the target is the startup configuration

datastore, the client is only required to have permission to execute
t he <copy-config> protocol operation

O herw se:

o If the source of the <copy-config> operation is a datastore, then
data nodes to which the client does not have read access are
silently omtted.

o If the target of the <copy-config> operation is a datastore, the
client needs access to the nodified nodes, specifically:

* |f the protocol operation would result in the creation of a
dat astore node and the user does not have "create" access
permi ssion for that node, the protocol operation is rejected
with an "access-deni ed" error.
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* |f the protocol operation would result in the deletion of a
dat astore node and the user does not have "del ete" access
permi ssion for that node, the protocol operation is rejected
with an "access-deni ed" error.

* |f the protocol operation would result in the nodification of a
dat astore node and the user does not have "update" access
permi ssion for that node, the protocol operation is rejected
with an "access-deni ed" error.

3.2.5. <delete-config> Operation

Access to the <del ete-config> protocol operation is denied by
default. The "exec-default" |eaf does not apply to this protoco
operation. Access control rules nust be explicitly configured to
all ow i nvocation by a non-recovery session

3.2.6. <comit> Operation

The server MJST determine the exact nodes in the running
configuration datastore that are actually different and only check
"create", "update", and "del ete" access pernissions for this set of
nodes, which could be enpty.

For exanple, if a session can read the entire datastore but only
change one | eaf, that session needs to be able to edit and comit
that one | eaf.

3.2.7. <discard-changes> Qperation

The client is only required to have perm ssion to execute the
<di scar d- changes> protocol operation. No datastore pernissions are

needed.
3.2.8. <kill-session> Qperation
The <kill-session> operation does not directly alter a datastore.

However, it all ows one session to disrupt another session that is
editing a datastore.

Access to the <kill-session> protocol operation is denied by default.
The "exec-default"” |eaf does not apply to this protocol operation
Access control rules nust be explicitly configured to all ow

i nvocation by a non-recovery session
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3.3. Mdel Conponents

This section defines the conceptual conmponents related to the access
control nodel

3.3. 1. Users

A "user" is the conceptual entity that is associated with the access
permi ssions granted to a particular session. A user is identified by
a string that is unique within the server.

As described in [ RFC6241], the usernane string is derived fromthe
transport layer during session establishnent. |[|f the transport |ayer
cannot authenticate the user, the session is term nated.

3.3.2. G oups

Access to a specific NETCONF protocol operation is granted to a
session, associated with a group, not a user

A group is identified by its name. Al group nanes are unique within
the server.

A group nenber is identified by a usernane string.
The sanme user can be a menber of nultiple groups.
3.3.3. Energency Recovery Session

The server MAY support a recovery session nechanism which wll
bypass all access control enforcenent. This is useful for
restricting initial access and repairing a broken access contro
configuration.

3.3.4. dobal Enforcenent Controls

There are five global controls that are used to help control how
access control is enforced.

3.3.4.1. enable-nacm Swi tch

A gl obal "enabl e-nacnt on/off switch is provided to enable or disable
all access control enforcenent. Wen this global switch is set to
"true", then all requests are checked agai nst the access contro

rules and only pernmitted if configured to allow the specific access
request. When this global switch is set to "false", then all access
requested are permtted.
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3.3.4.2. read-default Switch

An on/off "read-default" switch is provided to enable or disable
default access to receive data in replies and notifications. Wen
the "enabl e-nacn global switch is set to "true", then this globa
switch is relevant if no natching access control rule is found to
explicitly permit or deny read access to the requested NETCONF
datastore data or notification event type.

When this global switch is set to "permt" and no matchi ng access
control rule is found for the NETCONF datastore read or notification
event requested, then access is permtted.

When this global switch is set to "deny" and no natching access
control rule is found for the NETCONF datastore read or notification
event requested, then access is denied.

3.3.4.3. wite-default Switch

An on/off "write-default" switch is provided to enable or disable
default access to alter configuration data. When the "enabl e- nacnt
gl obal switch is set to "true", then this global switch is rel evant
if no matching access control rule is found to explicitly permt or
deny wite access to the requested NETCONF dat astore dat a.

When this global switch is set to "permt" and no matchi ng access
control rule is found for the NETCONF datastore wite requested, then
access is permtted.

When this global switch is set to "deny" and no natchi ng access
control rule is found for the NETCONF datastore wite requested, then
access is denied.

3.3.4.4. exec-default Switch

An on/off "exec-default" switch is provided to enable or disable
default access to execute protocol operations. Wen the "enabl e-
nacnmt' global switch is set to "true", then this global switch is
relevant if no matching access control rule is found to explicitly
permt or deny access to the requested NETCONF protocol operation

When this global switch is set to "permt" and no matchi ng access
control rule is found for the NETCONF protocol operation requested,
then access is permtted.

When this global switch is set to "deny" and no matchi ng access

control rule is found for the NETCONF protocol operation requested,
then access is denied.
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3.3.4.5. enabl e-external -groups Switch

When this global switch is set to "true", the group nanes reported by
the NETCONF transport layer for a session are used together with the

| ocal ly configured group nanes to deternine the access control rules

for the session.

Wien this switch is set to "false", the group names reported by the
NETCONF transport |ayer are ignored by NACM

3.3.5. Access Control Rules
There are four types of rules available in NACM

nodul e rule: controls access for definitions in a specific YANG
modul e, identified by its nane.

protocol operation rule: controls access for a specific protoco
operation, identified by its YANG nodul e and nane.

data node rule: controls access for a specific data node, identified
by its path location within the conceptual XM. docunent for the
dat a node

notification rule: <controls access for a specific notification event
type, identified by its YANG nodul e and nane.

3.4. Access Control Enforcenent Procedures

There are seven separate phases that need to be addressed, four of
which are related to the NETCONF nessage processing node

(Section 3.1.3). In addition, the initial startup node for a NETCONF
server, session establishment, and "access-deni ed" error-handling
procedures al so need to be consi dered.

The server MJST use the access control rules in effect at the tine it
starts processing the nessage. The sane access control rules MJST
stay in effect for the processing of the entire nessage.

3.4.1. Initial Cperation

Upon the very first startup of the NETCONF server, the access contro

configuration will probably not be present. [If it isn't, a server
MUST NOT allow any wite access to any session role except a recovery
sessi on.
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Access rules are enforced any tine a request is initiated froma user
session. Access control is not enforced for server-initiated access
requests, such as the initial |oad of the running datastore, during
boot up.

3.4.2. Session Establishnent

The access control nodel applies specifically to the well-forned XM
content transferred between a client and a server after session

est abl i shnent has been conpl eted and after the <hell o> exchange has
been successful ly conpl et ed.

Once session establishnent is conpleted and a user has been

aut henti cated, the NETCONF transport |ayer reports the usernane and a
possi bly enpty set of group names associated with the user to the
NETCONF server. The NETCONF server will enforce the access contro
rul es, based on the supplied usernane, group nanes, and the
configuration data stored on the server

3.4.3. "access-denied" Error Handling
The "access-denied" error-tag i s generated when the access contro
system deni es access to either a request to invoke a protoco
operation or a request to performa particular access operation on
the configuration datastore.

A server MJST NOT include any information the client is not allowed
to read in any <error-info> elements within the <rpc-error> response.

3.4.4. Inconing RPC Message Validation
The di agram bel ow shows the basic conceptual structure of the access

control processing nodel for incomi ng NETCONF <rpc> nessages within a
server.
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Figure 3
Access control begins with the nessage di spatcher
After the server validates the <rpc> el enent and determ nes the
nanespace URI and the el enent nane of the protocol operation being
requested, the server verifies that the user is authorized to invoke

t he protocol operation

The server MUST separately authorize every protocol operation by
foll owi ng these steps:

1. If the "enable-nacnt' leaf is set to "false", then the protoco
operation is permtted.

2. If the requesting session is identified as a recovery session
then the protocol operation is permtted.
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3. If the requested operation is the NETCONF <cl ose- sessi on>
protocol operation, then the protocol operation is permtted.

4. Check all the "group" entries for ones that contain a "user-
nane" entry that equals the username for the session nmaking the
request. If the "enabl e-external -groups" leaf is "true", add to

these groups the set of groups provided by the transport |ayer

5. If no groups are found, continue with step 10.

6. Process all rule-list entries, in the order they appear in the
configuration. |If a rule-list’'s "group"” leaf-list does not
mat ch any of the user’s groups, proceed to the next rule-Ilist
entry.

7. For each rule-list entry found, process all rules, in order,

until a rule that matches the requested access operation is
found. A rule matches if all of the following criteria are net:

* The rule’ s "nodul e-nanme" leaf is "*" or equals the name of
t he YANG nodul e where the protocol operation is defined.

* The rule does not have a "rule-type" defined or the "rule-
type" is "protocol -operation" and the "rpc-nane" is "*" or
equal s the nane of the requested protocol operation

* The rule’s "access-operations" |eaf has the "exec" bit set or
has the special value "*".

8. If a matching rule is found, then the "action" |eaf is checked.
If it is equal to "pernit", then the protocol operation is
pernmitted; otherwise, it is denied.

9. At this point, no matching rule was found in any rule-list
entry.

10. If the requested protocol operation is defined in a YANG nodul e
advertised in the server capabilities and the "rpc" statenent
contains a "nacm default-deny-all" statenent, then the protoco

operation is denied.

11. If the requested protocol operation is the NETCONF <kill -
session> or <del ete-config>, then the protocol operation is
deni ed.

12. If the "exec-default” leaf is set to "permit", then pernmit the
prot ocol operation; otherw se, deny the request.
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If the user is not authorized to invoke the protocol operation, then
an <rpc-error> is generated with the follow ng i nformati on:

error-tag: access-denied

error-path: ldentifies the requested protocol operation. The
foll owi ng exanpl e represents the <edit-config> protocol operation
in the NETCONF base nanespace:

<error-path
xm ns: nc="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
Inc:rpc/nc:edit-config
</ error-path>

If a datastore is accessed, either directly or as a side effect of
the protocol operation, then the server MIST intercept the access
operation and make sure the user is authorized to performthe
requested access operation on the specified data, as defined in
Section 3.4.5.

3.4.5. Data Node Access Validation
If a data node within a datastore is accessed, then the server MJST
ensure that the user is authorized to performthe requested "read",
"create", "update", or "delete" access operation on the specified
data node

The data node access request is authorized by follow ng these steps:

1. If the "enable-nacnt leaf is set to "false", then the access
operation is permtted.

2. If the requesting session is identified as a recovery session
then the access operation is permtted.

3. Check all the "group"” entries for ones that contain a "user-
nane" entry that equals the username for the session neking the
request. |If the "enabl e-external -groups" leaf is "true", add to

these groups the set of groups provided by the transport |ayer

4. If no groups are found, continue with step 9.

5. Process all rule-list entries, in the order they appear in the
configuration. |If a rule-list’'s "group" leaf-list does not
mat ch any of the user’s groups, proceed to the next rule-Ilist
entry.
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6. For each rule-list entry found, process all rules, in order
until a rule that nmatches the requested access 