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Abstract

Thi s document describes a format to create entities that can be used
for group comuni cation using CoAP uni cast nessages.

Not e

Di scussi on and suggestions for inprovenent are requested, and shoul d
be sent to core@etf.org.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on Decenber 19, 2013.
Copyright Notice

Copyright (c) 2013 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions wth respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. Requirenents notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

The above key words are used to establish a set of guidelines for
CoAP entities. An inplenentation of CoAP entities MAY inpl enent
t hese gui delines; an inplenentation claimng conpliance to this
docunent MJST i npl ement the set of guidelines.

Thi s docunment assunes readers are famliar with the terns and
concepts that are used in [I-D.ietf-core-coap] and

[I-D. greevenbosch-core-profil e-description]. |In addition, this
docunent defines the foll ow ng term nol ogy:

Entity
A group of resources on CoAP servers that can be created, used or
mani pul ated through a single CoAP request.

Entity Manager (EM
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2.

The conponent that nmanages the entities. This conponent, which
can reside e.g. on the Border Gateway of the LLN, is responsible
for maintaining entities. Cdients on the Internet can interact
with an EMto create new entities and/or custom ze how t hese
entities should behave.

I nt roducti on

The Constrained Application Protocol (CoAP) [I-D.ietf-core-coap] is a
RESTf ul protocol for constrained nodes. The networks that connect

t hese nodes together are often referred to as | ow power and | ossy

net wor ks (LLNs).

Typi cal ly, each of the constrained servers has at | east one CoAP
resource that may be queried by clients to obtain information about

t he nodes thenselves (e.g. battery level), about the environnent that
they nonitor (e.g. tenperature of the room, or to trigger the nodes
to performreal-world actions (switch the Iight on).

Dependi ng on the application, information fromindividual nodes m ght

not be sufficient, reliable, or useful. An application my need to
aggregat e and/ or conpare data from several nodes in order to obtain
accurate results. In the sane way, a single user request m ght need

to trigger a series of actions on nultiple actuators to perform a
singl e user request.

Al t hough multicast nmay be used to transnmt the same request to
several nodes [I-D.ietf-core-groupconm, nulticast comunication in
LLNs has sone di sadvantages. For instance, it is difficult to avoid
duplication of nmessages, and duplication is undesirable in an LLN
where bandwidth is limted for these constrai ned nodes. Furthernore,
basic nmulticast is not reliable in an LLN, which is problemtic for
requests that require guaranteed delivery. Security of multicast is
anot her issue. Currently CoAP relies on Datagram Transport Layer
Security (DTLS) [RFC6347] for secure unicast conmmunication. At the
monment, DTLS requires non-standard extensions |ike

[1-D. keoh-tls-nulticast-security] to secure nmulticast. As
denonstrated by the formation of the upcom ng DILS-10T W5 (pending a
BoF at | ETF 87) that ains to introduce nulticast record | ayer support
for DILS, work is very nmuch ongoing in this field but no standard
solution is available as of today. Also, the creation of nmulticast
groups, defining which nodes should be addressed when using a
particular nulticast address, is hard to realize inside LLNs. For

i nstance, the approach in [I-D.ietf-core-groupcomm] suggests that
every CoAP endpoi nt should inplenent the "core.gp" interface.
Additionally, the use of multicast increases the footprint of the
code that needs to fit on the constrai ned nodes, and it is to be
expected that this functionality will not be available in many LLNs.
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Consequently, in sone cases the use of nmulticast m ght be not
feasible or provide a suboptimal solution.

As an alternative, unicast-based sol utions should be consi dered.
Sinpl e unicast solutions are defined in the CoRE Interfaces draft
[I-D.ietf-core-interfaces]. Anong other interface types, this draft
defines the Batch interface type and its extension, the Linked Batch
interface type. Batch interfaces are used to manipulate a collection
of sub-resources at the sanme tinme. Contrary to the basic Batch
which is a collection statically defined by the web server, a Linked
Batch is dynamcally controlled by a web client. A Linked Batch
resource has no sub-resources. Instead the resources formng the
batch are referenced using Wb Linking [ RFC5988] and the CoRE Link
Format [ RFC6690]. The draft does not foresee any way to nmanipul ate
resources that are located on nmultiple snmart objects with a single
client request.

The current CoRE drafts do not foresee any unicast-based way to
mani pul ate resources that are |located on nmultiple nodes with a single
client request. To overcone this shortcom ng and be able to perform
such conposite requests, intelligence is typically added to the
client application to make it comruni cate with the nodes
individually. This leads to nore conpl ex user applications, and the
added intelligence and programm ng cannot be shared wi th other
applications easily. Furthernore, conplex use applications may be
unmanageabl e. Any nodifications to those conplex user applications
may require significant testing tinme, thus limting the flexibility
of the user applications. Additionally a |arge overhead of

comuni cati on between the client machine and the nodes is generated,
especi ally when nmany nodes are involved in these actions. Wen the
conmuni cati on between the client and the nodes is done across the
Internet, delays are unpredictable and a sequence of actuator
commands m ght arrive out of order and possibly have unwant ed
results. Furthernore, if the comunication occurs over costly |inks,
comruni cati on between the client and the nodes m ght get
unnecessarily expensive.

The di scussed approaches are able to realize communication with a
group of resources, but each exhibit some Iimtations. Therefore, in
this Internet Draft we propose an alternative unicast-based approach
for comrunication with a group of resources across nultiple nodes.

3. System Overview
We call the conponent that manages the entities, the Entity Mnager
(EM. This conponent, which can reside e.g. on the Border Gateway of

the LLN, is responsible for maintaining entities that are created
from groups of CoAP servers (i.e. sensors and actuators) and/or
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resources inside the LLN. dients on the Internet can interact with
an EMto create new entities and/or custom ze how these entities
shoul d behave. Optionally the client can elect to contact a resource
directory [I-D.ietf-core-resource-directory] in order to discover

whi ch resources are avail able in the network.

The EM functionality does not have to be put on a dedicated device.
Theoretically any CoAP server can be extended to beconme an EM The
choi ce of the nost appropriate |ocation to put the EMfunctionality
depends on the size and topol ogy of the network. For exanple, it can
reside on a smart object in the constrained network with enough
resources, in the Cloud, on the client device itself, or on a gateway
at the edge of the LLN. The latter case has the added benefit that
security can be centrally managed besi des of fl oadi ng the processing
from constrai ned devi ces.

Regardl ess of the |ocation of the EM it wll serve as a proxy
between the client and the constrained devices. Cient requests wll
be sent to the EM which will analyze and verify the requests and
then i ssue the appropriate requests to the constrai ned devi ces using
CoAP. Once the EMreceives responses fromthe constrai ned devi ces,

it will conmbine themaccording to the client needs and will send back
an aggregated response to the client.

Wen a client tries to create a new entity consisting of a group of
resources inside LLNs, the EMperfornms a sanity check on the request
in order to make sure that the resulting entity woul d make sense.

For exanple it verifies that the resources inside the entity are
valid, if they support a certain content format or if their data can
be aggregated. Custom zation of the entity behavior is acconplished
by creating profiles for the entities. A profile of an entity can
specify for exanple whether to return the values of all resources in
the entity, only the conputed average of all values or a subset of
al | val ues.

4. Entity Creation

To facilitate the creation and mani pul ation of entities, an Entity
Manager MJST i npl enent the RESTful interface defined in this draft.

A CoAP resource inplenmenting this interface can be identified by
using the resource type (rt) "core.enf. W call this interface the
Entity Managenent Interface and the corresponding resource the Entity
Managenment Resource (available at e.g. "/e"). This interface
supports only the CoAP POST request nmethod. As payl oad of the
request, it expects a collection of resources in CoRE |ink fornmat

[ RFC6690], which together should formthe entity. In the response,
the Location-Path CoAP option MJST be used to specify the nanme of the
newy created resource. The payload of the response is in plain text
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and describes the results of the validation tests performed by the EM
on the collection of resources.

Wien a client wants to create an entity consisting of several sub-
resources, it MJST conpose a CoAP POST request and send it to the
Entity Managenent resource on the EM The EMcreates the entity,
assigns it a unique URI, and stores the entity in the entity database
for future usage. Then the EMstarts the entity validation process
(explained in the next subsection). The EM MJST informthe client
about the URI to use in order to access or further custom ze the
newly created entity and about the results of the validation of the
entity. |If the entity did not pass the validation process the client
SHOULD fix any errors and resubmt the entity for validation again
before the client can use the entity.

5. Validation Process

Whenever a client requests to create a new entity or to nodify an
existing entity, the EM SHOULD perform a validation process. The

pur pose of this validation process is twofold: 1) Make sure that the
sub-resources in the entity exist and can be used. 2) Derive the
properties of the entity based on the properties of the sub-resources
it contains. |If the entity passes validation the EM marks the entity
as a valid entity and stores the entity along with its cal cul ated
properties in the entity database for future usage. |If the entity
fails validation it is still created, but marked as invalid. The
entity validation is based on EM know edge of the individual sub-
resources through .well-known/core and their profiles and possibly
based on additional functionality inplenented by the EM (e.g. vendor -
specific functionality).

If the Entity Manager does not know any of the subresources in an
entity (e.g. based on knowl edge in a resource directory) or does not
know t he sub-resource capabilities, it tries to obtain this

i nformati on according to a fallback nechani smas foll ows.

o The EMtries to contact the object containing the resource in
order to obtain the resource profile, since this would provide the
nost conpl ete information about the resource.

o If the resource profile does not exist, the EMtries to obtain any
i nformati on about this resource from.well-known/core of the
respective object.

o If this fails as well, the EMtries to query the resource directly
to discover, at a minimum if the resource exists or not.
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The validation process that the entity manger perforns on entities
MUST ensure the follow ng:

o The individual sub-resources contained in the entity are valid
(e.g. the resources exist on the respective nodes).

0 The requested operations can be perfornmed on the individual sub-
resources (e.g. which CoAP options are supported, which RESTf ul
nmet hods are al |l owed?).

o The individual sub-resources do not conflict. A sanple conflict
can occur when an entity creation request contains two sub-
resources on the same actuator asking it to do contradictory
actions, e.g. open and close at the sane tine.

o The responses sent by the individual sub-resources can be conbi ned
t oget her by using a common denom nator or by executing custom
algorithns that reside at the EM

6. Entity Profile

Once the EM knows all information about the subresources that should
becone part of the entity and once all necessary checks have passed,
the EM SHOULD create a profile for the entity based on this
information and its customalgorithns. This profile contains
information related to the resource itself, as described in

[1-D. greevenbosch-core-profile-description]. In addition, the
profile is extended with an entity specific part, providing nore
informati on about the entity itself. The entity specific part is a
JSON object with the nane "entity". The value of this object is an
array of entity specific fields.

6.1. The resources "r" entity field

The resources "r" entity field contains a list of the resources in
the entity. It has the format depicted in Figure 1, where rl, r2,
are strings containing the absolute URI's of the individual

resour ces.

rtilrl,r2,...]
Figure 1. resources "r" entity field syntax
When including the "r" entity field in the entity profile

description, all individual resources of the CoAP entity MJST be
i ncl uded.
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7.

8.

8.

8.

If the "r" entity profile field is available, the receiving party
SHALL assunme a non-listed URI is not a resource of the entity.

Entity Usage

Once an entity is created the response contains the URI of the
dynam cally created resource nane. The client CAN now interact with
the entity by issuing a single CoAP request to the resource
representing the entity. Wen a request for an entity arrives, the
foll ow ng process fl ow SHOULD be execut ed.

o The EM breaks down the request into its conponents and sends the
i ndi vi dual requests to the respective objects using unicast CoAP
messages. It can either do that in parallel or sequentially.

o0 Once all needed answers are received, the EM creates a response
for the client based on the individual responses and sends it to
the client. Note that the anmpbunt of sub-resources that should
respond, the way in which a response is formed and how it shoul d
| ook |i ke can be configured by custom zing the entity profile as
will be explained |ater on.

Exanpl es
1. Entity Creation

In the follow ng sinple exanple the client requests the creation of
an entity consisting of two sub-resources: coap://sen5. exanpl e. com
tnp and coap://sen8. exanple.comtnp. The EM creates the new entity,
assigns it the URI "/1" and informs the client about the newy
created entity. Fromnow on, any client can access the newy created
entity by accessing the "/1" resource on the EM

Req: POST coap://em exanpl e.conf e (application/link-formt)
Body: <coap://senb. exanpl e. com t np>,
<coap://sen8. exanpl e. conl t np>

Res: 2.05 Content (text/plain)
Body: /1 created

2. Entity Profile

Assune that the tenperature sensor at "coap://sen5.exanpl e.conitnp”
fromthe previous exanple supports the "Uri-Host" (3), "ETag" (4),
"Qobserve" (6), "Ui-Port" (7), "Ui-Path" (11) and "Content - Format"
(12) CoAP options (op). This sensor further supports the
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"application/senn +json" (55) content format (cf) and the all owed
method is GET (1). This will result in Sen5 having the foll ow ng
profile [I-D.greevenbosch-core-profile-description]:

Req: CET coap://sen5. exanple.com .well-known/ profile?path=/tnp

Res: 2.05 Content (application/json)

Body:
"profile":|
{
pat h": "t np",
"op":[3,4,6,7,11, 12],
"cf":[55],
[ 1]
}
|
}

Let us further assume that the second tenperature sensor "coap://
sen8. exanpl e. com t np" supports the same options as sen5 except for

t he observe option. Only the GET nethod is allowed and the supported
content formats on this sensor are "text/plain” (0) and "application/
senm +j son" (55). Thus Sen8 will have the follow ng profile:

Req: CET coap://sen8. exanpl e.com . wel | - known/ profil e?path=/tnp

Res: 2.05 Content (application/json)

Body:
"profile":[
"pat h":"tnp",
"op":[3,4,7,11,12],
"cf":[0,55],
“m 1]
}
]
}
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8.

3.

Based on these two profiles the EM constructs a profile for the newly
created entity. This profile contains information related to the

resource itself. In this exanple, this includes the options that are
supported, the supported nethods (only GET) and the content format
"application/sennm +json" (55). In addition, the profile is extended

with an entity specific part, providing nore information about the
entity itself. The resulting profile of the entity |ooks as foll ows:

Res: 2.05 Content (application/json)

"profile":[
{
"path":"1",
"op":[3,4,7,11,12],
"cf":[55],
[ 1]
}
1,
"entity":[
{

"r":["coap://senb5. exanpl e. com t np",
"coap://sen8. exanpl e. conl t mp"]

Entity Usage

The follow ng Figure shows an exanple of using the entity that was
created previous exanple. The client issues a GET request on the
entity’'s resource "/1". This results in the EMissuing two GET
requests to the individual sub-resources, waiting for replies from
bot h of them and then sending back both results in one conbi ned
response back to the client.

dient EM Sen5 Sen8
I I I
| GET | |
| coap://em exanple.com1l | |
I > CET |
| coap://sen5.exanple.comtnp

|

| |

| | GET coap://sen8. exanpl e. com t np
|

|

|
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9.

9.

10.

11.

12.

Is

2.05 Content (text/plain) Body: 23.5

2.05 Content (text/plain) Body: 26.6

|
|
e, |
|
| |

A

|
2.05 Content (application/sennl +json) |
Payl oad: {"e":]| | |
{"n": "Sen5/tmp", "v": "26.6", u="degC'}, |
{"n": "Sen8/tnmp", "v": "23.5", u="degC'}]} |
| |

Open topics

1. Open since v0O
0 Use key words consistently.
Security Consi derations
For general CoAP security considerations see [I-D.ietf-core-coap].

A client mght request the creation of a | arge nunber of entities or
entities that contain a | arge nunber of resources. This mght |ead
to buffer overflow on the EM

In an unprotected environnment, an attacker can change the profile
description of Entities. For exanple, the |ist of supported options
may be changed. This could cause the client to nake a wong deci sion
on which nmechanisnms to use. As the Entity Manager anplifies a single
requests into nultiple requests per user, special care should be
taken to avoid congestion and to avoid abuse of this mechani smby a
mal i ci ous user that might want to flood the LLN. However, such
threats are normal in environnents that |ack authentication.

| ANA Consi der ati ons

o Aregistry for entity profile fields as well as possible val ues
needs to be set up.
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